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¡ What is TLS? 
¡ TLS Renegotiation 
¡ Renegotiation security 

Agenda 
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¡ Protects http, ftp, 
smtp, imap, … 

¡ The most 
important 
cryptographic 
protocol on the 
Internet — used to 
secure billions of 
connections every 
day. 

TLS (Transport Layer Security) protocol 
a.k.a.  SSL (Secure Sockets Layer) 
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Structure of TLS 

Negotiation of cryptographic parameters 
 

Authentication (one-way or mutual) using public key certificates 
 

Establishment of a master secret key 
 

Derivation of encryption and authentication keys 
 

Key confirmation 

Authenticated encryption of application data 

H
A

N
D

S
H

A
K

E
 

P
R

O
TO

C
O

L 
R

E
C

O
R

D
 

LA
Y

E
R

 



5 

TLS_NULL_WITH_NULL_NULL TLS_RSA_WITH_NULL_MD5 TLS_RSA_WITH_NULL_SHA TLS_RSA_EXPORT_WITH_RC4_40_MD5 TLS_RSA_WITH_RC4_128_MD5 TLS_RSA_WITH_RC4_128_SHA 
TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5 TLS_RSA_WITH_IDEA_CBC_SHA TLS_RSA_EXPORT_WITH_DES40_CBC_SHA TLS_RSA_WITH_DES_CBC_SHA TLS_RSA_WITH_3DES_EDE_CBC_SHA 
TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA TLS_DH_DSS_WITH_DES_CBC_SHA TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA 
TLS_DH_RSA_WITH_DES_CBC_SHA TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA TLS_DHE_DSS_WITH_DES_CBC_SHA 
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA TLS_DHE_RSA_WITH_DES_CBC_SHA TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA 
TLS_DH_anon_EXPORT_WITH_RC4_40_MD5 TLS_DH_anon_WITH_RC4_128_MD5 TLS_DH_anon_EXPORT_WITH_DES40_CBC_SHA TLS_DH_anon_WITH_DES_CBC_SHA 
TLS_DH_anon_WITH_3DES_EDE_CBC_SHA TLS_KRB5_WITH_DES_CBC_SHA TLS_KRB5_WITH_3DES_EDE_CBC_SHA TLS_KRB5_WITH_RC4_128_SHA TLS_KRB5_WITH_IDEA_CBC_SHA 
TLS_KRB5_WITH_DES_CBC_MD5 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 TLS_KRB5_WITH_RC4_128_MD5 TLS_KRB5_WITH_IDEA_CBC_MD5 TLS_KRB5_EXPORT_WITH_DES_CBC_40_SHA 
TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA TLS_KRB5_EXPORT_WITH_RC4_40_SHA TLS_KRB5_EXPORT_WITH_DES_CBC_40_MD5 TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 
TLS_KRB5_EXPORT_WITH_RC4_40_MD5 TLS_PSK_WITH_NULL_SHA TLS_DHE_PSK_WITH_NULL_SHA TLS_RSA_PSK_WITH_NULL_SHA TLS_RSA_WITH_AES_128_CBC_SHA 
TLS_DH_DSS_WITH_AES_128_CBC_SHA TLS_DH_RSA_WITH_AES_128_CBC_SHA TLS_DHE_DSS_WITH_AES_128_CBC_SHA TLS_DHE_RSA_WITH_AES_128_CBC_SHA 
TLS_DH_anon_WITH_AES_128_CBC_SHA TLS_RSA_WITH_AES_256_CBC_SHA TLS_DH_DSS_WITH_AES_256_CBC_SHA TLS_DH_RSA_WITH_AES_256_CBC_SHA 
TLS_DHE_DSS_WITH_AES_256_CBC_SHA TLS_DHE_RSA_WITH_AES_256_CBC_SHA TLS_DH_anon_WITH_AES_256_CBC_SHA TLS_RSA_WITH_NULL_SHA256 TLS_RSA_WITH_AES_128_CBC_SHA256 
TLS_RSA_WITH_AES_256_CBC_SHA256 TLS_DH_DSS_WITH_AES_128_CBC_SHA256 TLS_DH_RSA_WITH_AES_128_CBC_SHA256 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA 
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA TLS_DH_anon_WITH_CAMELLIA_128_CBC_SHA TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 TLS_DH_DSS_WITH_AES_256_CBC_SHA256 
TLS_DH_RSA_WITH_AES_256_CBC_SHA256 TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 TLS_DH_anon_WITH_AES_128_CBC_SHA256 
TLS_DH_anon_WITH_AES_256_CBC_SHA256 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA 
TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA TLS_DH_anon_WITH_CAMELLIA_256_CBC_SHA TLS_PSK_WITH_RC4_128_SHA 
TLS_PSK_WITH_3DES_EDE_CBC_SHA TLS_PSK_WITH_AES_128_CBC_SHA TLS_PSK_WITH_AES_256_CBC_SHA TLS_DHE_PSK_WITH_RC4_128_SHA TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA 
TLS_DHE_PSK_WITH_AES_128_CBC_SHA TLS_DHE_PSK_WITH_AES_256_CBC_SHA TLS_RSA_PSK_WITH_RC4_128_SHA TLS_RSA_PSK_WITH_3DES_EDE_CBC_SHA 
TLS_RSA_PSK_WITH_AES_128_CBC_SHA TLS_RSA_PSK_WITH_AES_256_CBC_SHA TLS_RSA_WITH_SEED_CBC_SHA TLS_DH_DSS_WITH_SEED_CBC_SHA TLS_DH_RSA_WITH_SEED_CBC_SHA 
TLS_DHE_DSS_WITH_SEED_CBC_SHA TLS_DHE_RSA_WITH_SEED_CBC_SHA TLS_DH_anon_WITH_SEED_CBC_SHA TLS_RSA_WITH_AES_128_GCM_SHA256 TLS_RSA_WITH_AES_256_GCM_SHA384 
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 TLS_DH_RSA_WITH_AES_128_GCM_SHA256 TLS_DH_RSA_WITH_AES_256_GCM_SHA384 
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256 TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 TLS_DH_DSS_WITH_AES_128_GCM_SHA256 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 
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TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 TLS_ECDH_ECDSA_WITH_CAMELLIA_128_GCM_SHA256 TLS_ECDH_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 
TLS_ECDHE_RSA_WITH_CAMELLIA_128_GCM_SHA256 TLS_ECDHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 TLS_ECDH_RSA_WITH_CAMELLIA_128_GCM_SHA256 
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TLS_ECDHE_PSK_WITH_CAMELLIA_256_CBC_SHA384 TLS_RSA_WITH_AES_128_CCM TLS_RSA_WITH_AES_256_CCM TLS_DHE_RSA_WITH_AES_128_CCM TLS_DHE_RSA_WITH_AES_256_CCM 
TLS_RSA_WITH_AES_128_CCM_8 TLS_RSA_WITH_AES_256_CCM_8 TLS_DHE_RSA_WITH_AES_128_CCM_8 TLS_DHE_RSA_WITH_AES_256_CCM_8 TLS_PSK_WITH_AES_128_CCM 
TLS_PSK_WITH_AES_256_CCM TLS_DHE_PSK_WITH_AES_128_CCM TLS_DHE_PSK_WITH_AES_256_CCM TLS_PSK_WITH_AES_128_CCM_8 TLS_PSK_WITH_AES_256_CCM_8 
TLS_PSK_DHE_WITH_AES_128_CCM_8 TLS_PSK_DHE_WITH_AES_256_CCM_8  

List of al l  
314 TLS 1.2 
ciphersuites 
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Crypto 
primitives 

• RSA, DSA, 
ECDSA 

• Diffie–Hellman, 
ECDH, RSA 

• HMAC 
• MD5, SHA1, 

SHA-2 
• DES, 3DES, 

RC4, AES 

Ciphersuite 
details 

• Data structures 
• Key derivation 
• Encryption 

modes, IVs 
• Padding 
• Compression 

Protocol 
“framework” 

• Alerts & errors 
• Certification / 

revocation 
• Negotiation 
• Renegotiation 
• Session 

resumption 

Libraries 

• OpenSSL 
• GnuTLS 
• SChannel 
• Java JSSE 

Applications 

• Web browsers: 
Chrome, 
Firefox, IE, 
Safari 

• Web servers:  
Apache, IIS, … 

• Application 
SDKs 

• Certificates 

TLS from primitive to application 
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19
96

 

SSL v3.0 
standardized 

20
01

 
Some variant 
of one 
ciphersuite of 
the TLS 
record layer 
is a secure 
encryption 
scheme 
[Kra01] 
20

02
 

Truncated 
TLS 
handshake 
using RSA 
key transport 
is a secure 
authenticated 
key exchange 
protocol 
[JK02] 

20
08

 

Truncated 
TLS 
handshake 
using RSA 
key transport 
or signed 
Diffie–
Hellman is a 
secure 
authenticated 
key exchange 
protocol 
[MSW08] 
 
 
 
 

Is TLS secure? 

“some variant”… “truncated TLS”…  
limited ciphersuites 
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19
96

 

SSL v3.0 
standardized 

20
11

 
Some modes 
of TLS record 
layer are 
secure 
authenticated 
encryption 
schemes 
[PRS11] 

20
12

 

Unaltered full 
signed Diffie–
Hellman 
ciphersuite 
provides a 
secure 
channel 
[JKSS12] 

20
13

 

Most 
unaltered full 
TLS 
ciphersuites 
provide a 
secure 
channel 
[KSS13, KPW13] 

Is TLS secure? 

“unaltered”… “full”… “most ciphersuites” 
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Crypto 
primitives 

• RSA, DSA, 
ECDSA 

• Diffie–Hellman, 
ECDH 

• HMAC 
• MD5, SHA1, 

SHA-2 
• DES, 3DES, 

RC4, AES 

Ciphersuite 
details 

• Data structures 
• Key derivation 
• Encryption 

modes, IVs 
• Padding 
• Compression 

Protocol 
“framework” 

• Alerts & errors 
• Certification / 

revocation 
• Negotiation 
• Renegotiation 
• Session 

resumption 

Libraries 

• OpenSSL 
• GnuTLS 
• SChannel 
• Java JSSE 

Applications 

• Web browsers: 
Chrome, 
Firefox, IE, 
Safari 

• Web servers:  
Apache, IIS, … 

• Application 
SDKs 

• Certificates 

Results on the provable security of TLS 

Good combinations of these 
are theoretically secure, when 

done properly. 
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Crypto 
primitives 

• RSA, DSA, 
ECDSA 

• Diffie–Hellman, 
ECDH 

• HMAC 
• MD5, SHA1, 

SHA-2 
• DES, 3DES, 

RC4, AES 

Ciphersuite 
details 

• Data structures 
• Key derivation 
• Encryption 

modes, IVs 
• Padding 
• Compression 

Protocol 
“framework” 

• Alerts & errors 
• Certification / 

revocation 
• Negotiation 
• Renegotiation 
• Session 

resumption 

Libraries 

• OpenSSL 
• GnuTLS 
• SChannel 
• Java JSSE 

Applications 

• Web browsers: 
Chrome, 
Firefox, IE, 
Safari 

• Web servers:  
Apache, IIS, … 

• Application 
SDKs 

• Certificates 

Real-world attacks on TLS 

Ray & 
Dispensa 

renegotiation 
attack 

Rizzo & Duong 
“CRIME” attack 

Debian 
OpenSSL  

entropy bug 

Long-term 
signature 
key reuse 

Bleichenbache
r RSA PKCSv1 

Lucky 13 

Rizzo & Duong 

“BEAST” attack 
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¡ TLS_DHE is a secure ACCE Protocol [JKSS12] 
¡ Most TLS ciphersuits are secure ACCE Protocols 

[KSS13, KPW13] 

¡ BEAST attack [DR11] 
¡ Renegotiation attack on TLS [RD09] 

TLS is secure, but NOT 
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Provable security results Real-world attacks 

The gap between theory and practice 
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Crypto 
primitives 

• RSA, DSA, 
ECDSA 

• Diffie–Hellman, 
ECDH 

• HMAC 
• MD5, SHA1, 

SHA-2 
• DES, 3DES, 

RC4, AES 

Ciphersuite 
details 

• Data structures 
• Key derivation 
• Encryption 

modes, IVs 
• Padding 
• Compression 

Protocol 
“framework” 

• Alerts & errors 
• Certification / 

revocation 
• Negotiation 
• Renegotiation 
• Session 

resumption 

Libraries 

• OpenSSL 
• GnuTLS 
• SChannel 
• Java JSSE 

Applications 

• Web browsers: 
Chrome, 
Firefox, IE, 
Safari 

• Web servers:  
Apache, IIS, … 

• Application 
SDKs 

• Certificates 

Our focus on TLS 

Good combinations of these 
are theoretically secure, when 

done properly. 
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Allows to create a new TLS channel that 
continues from the existing one. 

Once you’ve established a TLS channel, why 
would you ever want to renegotiate it? 

§ Change cryptographic parameters 
§ Refresh encryption keys  
§ Change authentication credentials 
§ Identity hiding for client 

1.  Establish a one-way authenticated TLS session 
2.  Renegotiate using mutual authentication. 

Since handshake messages are sent in the encrypted TLS 
channel, client’s identity is kept private. 

Renegotiation 
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Renegotiation in TLS 
(pre-November 2009) 

Client Server 
(TLS) TLS handshake0 

TLS recordlayer0 

I’d like to 
renegotiat

e 

TLS handshake1 

m0 

TLS recordlayer1 

m1 

Messages are like those in 
original handshake, just 

encrypted 
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TLS Renegotiation “Attack” 
Ray & Dispensa, November 2009 

Client Server 
(TLS) 

TLS handshakeEB 

TLS recordlayerEB 

mE 

TLS recordlayerAB 

mA 

Eve 
TLS handshakeAB 

mEǁ‖mA 

Application 
receives 

concatenation  
of record 

layers 

Server 
(application) 

mE 

mA 

Not an attack on 
TLS, but on how 

applications  
use TLS 
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¡  Eve sends 
§ mE = “GET /orderPizza?deliverTo=123-Fake-St↩X-Ignore-This: ” 

¡ Client sends 
§ mA = “GET /orderPizza?deliverTo=456-Real-St↩Cookie: ↩ 

Account=1A2B” 

¡  Server ’s web server receives 
§ mEǁ‖mA = “GET /orderPizza?deliverTo=123-Fake-St↩ 

  X-Ignore-This: GET /orderPizza?deliverTo=456-Real-St↩ 
  Cookie: Account=1A2B” 

§  X-Ignore-This: is an invalid header, so the rest of that line gets 
ignored. 

§  Eve’s GET request is processed with the cookie supplied by the 
client. 

Eve orders a pizza but Alice pays 
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¡ Q: What property should a secure 
renegotiable protocol intuitively have? 

¡ A: Whenever two parties successfully 
renegotiate, they are assured they have the 
exact same view of everything that happened 
previously. 

Renegotiation security 
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1.  Extend authenticated and confidential channel 
establishment (ACCE) security model to include 
renegotiable, multi-phase protocols. 

2.  Define security notion for renegotiable protocols. 
§  secure renegotiable ACCE (full) 
§  weakly secure renegotiable ACCE 

3.  Show that TLS without fixes does not satisfy security 
definition. 

4.  Show that TLS with fixes does satisfy (weak) security 
definition. 

§  Generic reduction: If a TLS ciphersuite satisfies a certain property, 
then, when combined with fixes, it is a weakly secure renegotiable 
ACCE. 

5.  Propose fix to achieve (full) security. 

Technical approach 
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Adversary’s goals: 
1.  Violate authentication:  

§ make Alice accept where her intended partner Bob is 
uncorrupted but has no matching conversation 

2.  Violate ciphertext integrity or confidentiality: 
§ distinguish which of two (chosen) plaintexts were encrypted 

Provable security of TLS: 
§ TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA is a 

secure ACCE protocol 
§  (JKSS; CRYPTO 2012) 

§ Most TLS ciphersuites are ACCE secure  
§  (KSS; ePrint 2013, KPR; CRYPTO 2013) 

ACCE security 
Authent icated and Conf ident ia l  Channel  Estab l ishment 
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¡ Secure renegotiable 
ACCE (full): 
§ Authentication: 

§ when a party 
successfully renegotiate 
a new phase, its partner 
has a phase with a 
matching handshake 
and record layer 
transcript. 

¡ Weakly secure 
renegotiable ACCE: 
§ Authentication: 

§ when a party 
successfully renegotiate 
a new phase, its partner 
has a phase with a 
matching handshake 
and record layer 
transcript, provided no 
previous phase’s 
session key was 
revealed 

Secure renegotiable ACCE 
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¡ Prove generically that any ACCE-secure TLS 
ciphersuit is also renegotiation-secure 

¡ Can‘t do this because of Ray-Dispensa 
attack 

¡ Next best thing: prove that any ACCE-secure 
TLS ciphersuite with the fixes is also 
renegotiation-secure 

¡ Problem: hard to generically insert the fixes 
into existing ACCE protocols 

Generic renegotiation security of TLS 
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¡ Suppose a TLS ciphersuite is ACCE-secure, 
even if 
§ The Finished message is revealed 
§ Arbitrary „tags“ are included in Client/ServerHello 

messages 
¡ Then that ciphersuite is weakly renegotiable 

secure if the RFC5746 fixes are used. 

Main technical theorem 
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Definition 

¡ Weakly secure 
renegotiable ACCE: 
§ Authentication: 

§ when a party successfully 
renegotiate a new phase, 
its partner has a phase 
with a matching 
handshake and record 
layer transcript, provided 
no previous phase’s 
session key was revealed 

TLS 

¡ TLS without fixes is not 
a weakly secure 
renegotiable ACCE. 

¡ TLS with RFC 5746 
fixes is a weakly 
secure renegotiable 
ACCE. 

Weakly secure renegotiable ACCE 
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Definition TLS 

¡ TLS with or without  
RFC 5746 fixes is not a 
secure renegotiable 
ACCE. 

¡ Can be fixed by 
including hash of 
previous record layer 
messages in RIE. 

Secure renegotiable ACCE 

¡ Secure renegotiable 
ACCE (full): 
§ Authentication: 

§ when a party successfully 
renegotiate a new phase, 
its partner has a phase 
with a matching 
handshake and record 
layer transcript, provided 
no previous phase’s 
session key was revealed. 
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Theory 

¡ First paper 
investigated 
renegotiation for 
cryptographic 
protocols. 
§ Different levels of 

renegotiation security 

¡ Security of a protocol 
in isolation doesn’t 
imply security with 
renegotiation. 

Practice 

¡ The standardized fixes 
are provably secure. 

¡ Safe to use fixed 
renegotiation in TLS. 

Conclusion 



27 

Now 

Questions? 

Later 

¡ Florian Giesen: 
Florian.Giesen@rub.de 

¡ Florian Kohlar: 
Florian.Kohlar@rub.de 

¡ Douglas Stebila: 
stebila@qut.edu.au 

Thank you very much for your attention 



RFC 5746 

First consider the case where there is no ` at all such
that ⇡t

B .phases[`].T matches ⇡s
A.phases[`

⇤].T . That meets
condition M of Definition 3 for ⇧.
Now consider the case where there is an ` such that ⇡t

B .
phases[`].T matches ⇡s

A.phases[`
⇤].T but ` 6= `⇤. Assume

without loss of generality ` < `⇤ (otherwise we could swap
the oracles).
There must exist some value j 2 [1, ` � 1] such that

⇡s
A.phases[`

⇤ � j].T 6= ⇡t
B .phases[` � j].T . In particular,

j  `� 1, since in ⇡t
B ’s first phase its outgoing message m

1

contains extC = empty but ⇡s
A received a message m

1

with
extc 6= empty. Let j be minimal. Then ⇡t

B .phases[`�j+1].T
matches ⇡s

A.phases[`
⇤ � j + 1].T . In particular, messages

m
1

of those two transcripts are equal, and so are messages
m

2

of those two transcripts. Since RIE is being used, m
1

and m
2

contain fin
(�1)

C and fin
(�1)

S , and since ⇡s,`⇤�j+1

A

accepted, both ⇡s,`⇤�j+1

A and ⇡t,`�j+1

B used the same fin(�1)

C

and fin
(�1)

S values. But at each party, fin(�1)

C and fin
(�1)

S

are the hash (using a PRF) of the handshake transcripts from

phases ⇡s,`⇤�j
A and ⇡t,`�j

B , and we know that these handshake
transcripts are not equal. This means a collision has occurred
in PRF, which happens with negligible probability.
Assuming PRF is secure and ⇧ is a secure multi-phase

ACCE, no A can achieve conditions M0
(a) and A1–A7.

Authentication — M

0
(b). Now suppose A wins the weak

renegotiable ACCE security experiment for ⇧ using condition
M

0
(b) but not M

0
(a). In particular, for every `0 < `⇤,

⇡s
A.phases[`

0].T = ⇡t
B .phases[`

0].T but there is some ` < `⇤

such that ⇡s
A.phases[`].RTskRTr 6= ⇡t

B .phases[`].RTrkRTs.
Choose ` minimal. Let v be the smallest index such that the
vth ciphertext Cv of ⇡s

A.phases[`].RTskRTr is not equal to
the vth ciphertext of ⇡t

B .phases[`].RTrkRTs.
Assume without loss of generality that Cv was received by

⇡s
A as the vth ciphertext but was not sent by ⇡t

B as the vth
ciphertext. (The alternative is that Cv was sent by ⇡s

A as
the vth ciphertext but was not received by ⇡t

B as the vth
ciphertext. However, we could then focus on everything from
⇡t
B ’s perspective and apply the same argument.)
This means that when A called Decrypt(⇡s

A, Cv, hd), if
b = 0 then Decrypt returned (?, ·), whereas if b = 1 then
Decrypt returned (m0, ·) where m0 6=?. Our simulator can
thus output (A, s, `, b0) for its guess of b0 as above, and this
will equal b with probability at least ✏, making condition
C6 hold in Definition 3. We need to show that conditions
C1–C5 also hold for (A, s, `).
Since A wins the weak renegotiable ACCE experiment

using condition M

0
(b), we have that A1–A7 all hold. We

want to show that, at the time that ⇡s
A accepted in phase

`+ 1, conditions C1–C5 also hold for (A, s, `).
• C1: A1 implies C1, since if ⇡s

A has rejected in any
phase prior to `⇤ then it would not have a phase `⇤.

• C2 and C3: Conditions A2 and A3 of Definition 5
do not imply that A did not ask Corrupt queries pro-
hibited by C2 and C3. However, we do have that
⇡s
A.phases[`].T = ⇡t

B .phases[`].T ; in other words, A
was not active in the handshake for phase `. Thus, A is
equivalent to an adversary who did not ask any Corrupt

queries for public keys used in phase ` until after ⇡s
A

accepts in phase `.
• C4: A6 implies C4, at the time that ⇡s

A accepted.
• C5: Since ⇡s

A chooses nonce rC (if a client) or rS
(if a server) randomly, except with negligible proba-

bility there is no `0 < ` such that ⇡s
A.phases[`

0].T =
⇡s
A.phases[`].T . By A7, A did not issue Reveal(⇡t

B , `)
before ⇡s

A accepted in phase ` + 1. Thus at the time
that ⇡s

A accepted, A did not issue Reveal(⇡t
B , `0) to any

phase with ⇡t
B .phases[`

0].T = ⇡s
A.phases[`].T , satisfy-

ing condition C5.
Thus, assuming ⇧ is a secure multi-phase ACCE no A can

achieve conditions M0
(b) and A1–A7.

B. GENERIC TLS PROTOCOL WITH
SCSV/RIE COUNTERMEASURE

C S

(IC = pkC , skC) (IS = pkS , skS)
pre-accept stage

rC
r � {0, 1}�1

†
extC  

(
empty, if initial,

fin

(�1)

C , if reneg
m

1

: rC , cs-list,

†
extC

rS
r � {0, 1}�1

†If extC 6= fin

(�1)

C : ↵ reject

†
extS  

(
empty, if initial,

fin

(�1)

C kfin(�1)

S , if reneg

keyexS  . . .

m

2

: rS , sid, cs-choice, †extS

m

3

: certS

m

4

: keyexS

m

5

: get-cert

m

6

: done

†If extS 6= fin

(�1)

C kfin(�1)

S : ↵ reject

If ¬verify(keyexS) : ↵ reject

keyexC  . . .

�C  SIG.Sign(skC ,m

1

k . . . km
8

)

pms . . .

ms PRF(pms, label

1

krCkrS)

K

C!S
enc kKS!C

enc kKC!S
mac kKS!C

mac  PRF(ms, label

2

krCkrS)
finC  PRF(ms, label

3

kH(m
1

k . . . km
10

))

†store fin

(�1)

C  finC
m

7

: certC

m

8

: keyexC

m

9

: �C

m

10

: flagenc

m

11

: (C
11

, ste) = StE.Enc(KC!S
enc kKC!S

mac , `, hd, finC , ste)

If SIG.Vfy(pkC ,�C ,m

1

k . . . km
8

) = 0 : ↵ reject

pms . . .

ms PRF(pms, label

1

krCkrS)

K

C!S
enc kKS!C

enc kKC!S
mac kKS!C

mac  PRF(ms, label

2

krCkrS)
If finC 6= PRF(ms, label

3

kH(m
1

k . . . km
10

)) : ↵ reject

finS  PRF(ms, label

3

kH(m
1

k . . . km
12

))

†store fin

(�1)

S  finS

†store fin

(�1)

C  finC

↵ accept

m

12

: flagenc

m

13

: (C
13

, ste) = StE.Enc(KS!C
enc kKS!C

mac , `, hd, finS , ste)

If finS 6= PRF(ms, label

3

kH(m
1

k . . . km
12

)) : ↵ reject

†store fin

(�1)

S  finS

↵ accept

post-accept stage

StE.Enc(KC!S
enc kKC!S

mac , `, hd, data, ste)

StE.Enc(KS!C
enc kKS!C

mac , `, hd, data, ste)

Figure 2: Generic TLS handshake protocol with

†
SCSV/RIE renegotiation countermeasures


