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Caesar cipher

ATTACK AT DAWN

XQQXZH XQ AXTK
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F re u e n C ZK nrj kyv svik fw kzdvj, zk nrj kyv nfijk fw kzdvj, zk nrj kyv rv fw
nzjufd, zk nrj kyv rxv fw wffczjyevijj, zk nrj kyv vgfty fw svczvw, zk nrj
kyv vgfty fw zetivulczkp, zk nr% kyv jvrife fw Czxyk, zk nrj kyv jvrjfe fw
ribevijj, zk nrj kyv jgizex fw yfgv, zk nrj kyv nzekvi fw uvjgrzi, nv yru

. vmvipkyzex svwfiv lj, nv yru efkyzex svwfiv lj, nv nviv rcc xfzex
a n a S I S uzivtk kf Yvrmve, nv nviv rcc xfzex uzivtk kyv fkyvi nrp—ze jyfik, kyv
gvizfu nrj jf wri czbv kyv givjvek gvizfu, kyrk jfdv fw zkj efzjzvjk
rikyfizkzvj zejzjkvu fe zkj svzex ivtvzmvu, wfi xffu fi wfi vmzc, ze kyv
jlgvicrkzmv uvxivv fw tfdgrizjfe fecp.
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a b did o hijklImnopqgqrstuvwxyz abcdefghijkImnopagrs y z
FreQueg Cy of letters in EﬂglISh text It was the best of times, it was the worst of times, it @asMie age of
wisdom, it was the age of foolishness, it was the epoS@bf belief, it
was the epoch of incredulity, it was the season of Light, it was the
season of Darkness, it was the spring of hope, it was the winter of
despair, we had everything before us, we had nothing before us, we
were all going direct to Heaven, we were all going direct the other
way—in short, the period was so far like the present period, that
some of its noisiest authorities insisted on its being received, for
good or for evil, in the superlative degree of comparison only.
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Substitutions Permutations

- Replace each letter - Rearrange the letters
according to a according to a
pre-defined table pre-defined pattern

ABCDEFGH.. IIME/EH>E]§I<EF
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GRJUMPLSBE. JWS I ATEETBH




Substitutions Permutations

- Replace each letter - Rearrange the letters
according to a according to a
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Making it harder

Substitution 1 Undo Substitution 1

Permutation 1 Undo Permutation 1
Substitution 2 Undo Substitution 2 %

Permutation 2 Undo Permutation 2
Substitution 3 Undo Substitution 3
Permutation 3 Undo Permutation 3

Clphertext _b Clphertext




Kerckhoff's Principles — 1883

Security should not
depend on keeping the
design of the system
secret.

Only a (small) key
should have to be kept
secret.
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World War |l — The Engima Machine

- Electrical wirings lead to
a sequence of
permutations and
substitutions, updated
with each letter typed

https://en.wikipedia.org/wiki/Enigma_machine
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World War |l — The Engima Machine

https://en.wikipedia.org/wiki/Enigma_machine

Initial dial positions were
set based on a key for the
day

Keys distributed in
codebooks from
headquarters

Keys had to
be kept
secret!

Destroy the
codebook
at all costs!
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One of the first electronic computers

—

eeesesss:

https://en.wikipedia.org/wiki/Bombe
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Modern cryptography

1975 — present



1970s — Birth of modern cryptography

- 1975-1977: US government publishes
Data Encryption Standard (DES)

- First government cipher for public use



1970s — Birth of modern cryptography

- 1976: Diffie, Hellman, and Merkle invent
public key cryptography

- Two parties can communicate privately
without having to share a secret key In
advance
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Public key cryptography

-
)

- private key public key private key

- Publish the public key |
pl'JA‘tl)llci;c?lfey
- Anyone can use the

public key to encrypt
encrypt a message

- A pair of related keys:
- public key

- Only the person with the
private key can decrypt
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Public key cryptography

- A pair of related keys:
- public key
- private key

- Publish the public key

- Anyone can use the
public key to encrypt

- Only the person with the
private key can decrypt

We need a
mathematical
function

(that we can tell

everyone)

that's easy to
compute but hard to
undo.
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Some brief mathematics

Modular arithmetic Exponentiation

9+5=14 52 =25
517 =762939453125

9am + 5 hrs = 2pm 52=1 (mod 12)
9+5=2(mod 12) 517 =5 (mod 12)
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Rabin public key encryption

Key generation

1. Pick two big prime
numbers p and g

2. Computen=pxq
3. Public key: n
4. Private key: p and q

Encryption

1. Let the message m
be a number between
1and n

2. Ciphertext:
¢ = m? (mod n)
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Rabin public key encryption

Key generation

1. Pick two big prime
numbers p and g

2. Computen=pxq
3. Public key: n
4. Private key: p and q

1.

Decryption

Compute
m = sqrt(c) (mod n)

(Need to use p and q
to compute square
roots modulo n.)



Is it hard to break the encryption?

If it is hard to split n
into its prime factors p and q,

then it is hard
to decrypt the ciphertext.
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Is It hard to factor n?

- Maybe?
- Quantum computers

(which represent
information using
guantum mechanics
rather than Os and 1s),
could factor efficiently.

- The fastest algorithm
we have is really slow.

- For the size of n we use
today on the Internet, all
the computers on Earth

would take about - So we need "quantum-

1 billion years to break resistant”" cryptography.
the encryption.
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Post-quantum cryptography at McMaster

@ e ‘O open-quantum-safe/libogs: ‘ 1 =
< C i @ GitHub, Inc. [US] github.com/open-quantum-safe/libogs v a0 o
O This repository Pull requests Issues Gist
open-quantum-safe / libogs @uUnwatch~ 14 & Star 75  YFork 12
<> Code Issues 9 Pull requests 4 Projects 1 Wiki Pulse Graphs Settings
C library for quantum-resistant cryptographic algorithms. https://openquantumsafe.org/ Edit

cryptography key-exchange-algorithms lattice-based-crypto post-quantum-cryptography Manage topics

D 120 commits I 4 branches © O releases 42 8 contributors

||

Branch: master v New pull request Create new file  Upload files  Find file
Shravan Mishra clang-format showing format change Latest commit 42d38a5 5 hours ago
i .travis Clang format instead of astyle (#84) a month ago
m VisualStudio Enable ntru on windows (#95) 17 days ago
i config Autotools (#99) 7 days ago
i docs/Algorithm data sheets Add algorithm datasheet for Frodo. a month ago
i m4/macros Autotools (#99) 7 days ago
i src clang-format showing format change 5 hours ago
B .clang-format Fix windows build after clang format refactoring (#94) 20 days ago
B .gitignore Autotools (#99) 7 days ago

B .travis-tests.sh ntru download already happening in .travis.yml| a day ago



Cryptography
for privacy and security
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Disk encryption

Automatically encrypt all

files on your hard drive. - macOS: optional
(FileVault)
- But key derived from - Windows: optional
your password (BitLocker)

- Weak password => weak key
- Forget password => locked out

- Linux: optional

- 10S: automatic
- Android: versions 5+
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Transport Layer Security

aka. HTTPS
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Transport Layer Security

ak.a. HTTPS

grsity X

m re https:// . . n W
S @ Secure ttps:/| w.mcmaster.ca =] cOMODO RSA Certification Authority (U a
L [Z] COMODO RSA Organization Validation Secure Server CA
McMaSte S Q =

University ‘mﬂg
(‘mf’f'f'/’ Issued by: COMODO RSA Organization Validation Secure Server CA SEARCH MENU
- E! Expires: Tuesday, April 30, 2019 at 19:59:59 Eastern Daylight Time

@ This certificate is valid

*.mcmaster.ca I

¥ Details

*":‘3
Subject Name
Country CA
Postal Code L8S 4L8
State/Province Ontario

The McMaster

Seminar on
Higher Education [
Canada@150

Join us for this special pane.
discussion on cultural

Country

®undancein a diverse

Future Students Current Students Campus Life Research

N Newe ®, <ncial = Cvante
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Transport Layer Security

ak.a. HTTPS

COMODO RSA Certification Authority
\\IC N]Zlﬁ o COMODO RSA Organization Validation Secure Server CA
University Bk

Q =

SEARCH

L *mcmaster.ca

Algorithm RSA Encryption ( 1.2.840.113549.1.1.1)

Public Key 256 bytes: C8 95 AF AC 6D EB F5 DC 2E 10 18 A5 FE
OA 4F 1E D8 OA 1D 39 E8 3E 74 8C 3C 90 83 36 2E
F167 D4 351F 9C 7C E4 DC F1 51 E1 8C 87 9D EA D4
Seml 1C A4 91197524 58 FD 38 2F E3 CD 85 97 66 15 11

56 00 AF F7 13 1C 20 90 CF 74 A0 F1 E4 00 BO 80 CD .
C6 0D F6 42 49 29 20 53 42 48 FB 51 FO 1F 16 01 8D M M t
BF 7E 35 E5 D1 DC 4A 42 AB FB 64 D5 64 A6 30 95 chiastiers
|g er E UC 75 B4 02 87 111D 4E A4 D1 5B E7 DE 79 D9 08 E6 B6
9D D3 DE 6141 6A 91 CO 04 96 3D 38 EC 1E 2D 2B p bl k y ( )
EQ 5D 7F 53 33 65 17 46 ED 8A 92 1E 42 85 DE 25 E4 u IC Ké n
Canada _I 5 E1FE 04 47 EE 96 FF BE 53 91 0B F5 F8 32 20 80 93
B6 18 2D 89 A4 A3 37 A7 69 69 FE CO 6A 53 AE F8
03 24 7C 8E D5 9B 62 64 AE B7 7C 84 3F 6F 6D 5F
. . 69 5146 30 A4 F1 F5 CA B1 D1 3A OA F2 D6 D4 32
Join us for this SPel E2 9D 9D 83 9D 58 46 D2 C8 82 AC 0719 09 F4 EA
discussion on cultul

®undance in a dive

Key Usage Encrypt, Verify, Wrap, Derive
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Encrypted instant
messaging

Signal protocol o

- Encrypts instant
messaging for more
than a billion users

- Used in WhatsApp,
Facebook Messenger,
Google Allo, ...

Stebila « Cryptography every day

WhatsApp g

OOOOO HOME = 15:16 1L 76% Vs

Alice Smith
< '; last's@entoday at 13:24 DG %

How are you doing?

Good. Just prepareing to give a
talk tomorrow. 20:28 W/

Sounds fun!

Maybe... 20:28 W

What will the talk be about? Do you
think | would enjoy it?

It's a public talk on cryptography,
super exciting! 20:28 W/

Definitely exciting!
See you there! 20:29 W/
ipm 000w

I've always wanted to learn more,
it looks so cool in movies.

That's totally realistic. | am definitely

Ao attrantiua ae lamas Rand

AF © : 0
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Encrypted instant messaging

ee000 HOME & 15:16 T % 76% m.) 0000 HOME 7 15:16 £ 76% )
£ Alice Contact Info Edit < Contact Info Verify Security Code il
You, Alice
Alice Smith
Media, Links and Docs 17
Starred Messages None

Custom Notifications

e - Alice's
Save Incoming Media Default p u bl ic key
Enéryption 03597 79899 6
B Méssages WOl send to this chat and calls are secured 76427 61741 2 (== S
withiend=tosend encryption. Tap to verify. 29377 33613 06329 84478
iPhone Scan the code on your contact's phone, or ask
Q v

+1 (234) 555-1234 them to scan your code, to verify that your

messages and calls to them are end-to-end

status encrypted. You can also compare the number
Here | am above to verify. This is optional. Learn more.
home m

+1 (234) 555-1235

Scan Code
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Public key cryptography

R

public key private key

How do you know this is
really Alice's public key? pjg'lfflfey

encrypt a message
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Encrypted instant messaging

ee000 HOME & 15:17 ¥ 71% .
< Contact Info Verify Security Code ‘i—l

You, Alice
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Metadata: "Data about data"

- Telephone
- Who you're calling
- When, how long, location (mobile)
- => But not recording

- Email
- Email address of recipient
- When, size
- => But not body of email

- Web
- Address of server you're browsing
- When, duration, size
- => But not contents of web page

® © ® @ excNsachiet: "We Kill Peop | =
(\3) abcnews.go.com/blogs/headlines/2014/05/ex-nsa-chief-we-k | @ ﬂe @

C 222

Ex-NSA Chief: 'We Kill People Based on
Metadata'

May 12, 2014
By LEE FERRAN

The U.S. government "kill[s] people based on metadata,” but it doesn't do that with the trove of
information collected on American communications, according to former head of the National
Security Agency Gen. Michael Hayden.

8 2

Hayden made the remark after saying he agreed with the idea that metadata - the information
collected by the NSA about phone calls and other communications that does not include content
- can tell the government "everything" about anyone it's targeting for surveillance, often making
the actual content of the communication unnecessary.

"[That] description... is absolutely correct. We kill people based on metadata. But that's not what
we do with this metadata," said Hayden, apparently referring to domestic metadata collection.
"It's really important to understand the program in its entirety. Not the potentiality of the program,
but how the program is actually conducted.

"So NSA gets phone records, gets them from the telephone company, been getting them since
October of 2001 from one authority or another, puts them in a lockbox... and under very strict
limitations can access the lockbox," Hayden said and then described a hypothetical situation in
which a number connected to a terrorist could be run against the metadata already collected to

haln inuactinatare find additianal laade in tha nama Af natinnal cariritg

http://www.nybooks.com/daily/2014/05/10/we-kill-people-based-metadata/

http://abcnhnews.go.com/blogs/headlines/2014/05/ex-nsa-chief-we-kill-people-based-on-metadata/
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T@' anonymity network

- Used by
. Hides metadata and © journalists
content - whistleblowers
dissidents
activists

- Obscures traffic

tt law enforcement
patterns

privacy-conscious citizens
.. criminals
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Metadata leakage on the Internet

This came from

131.181.46.152

Con il I * 00T % oIy
wsesn Dates Whes PRISM Collection
Began For Each Provider ‘
- .:.’“
—-‘\:\, .
)
-y =
==
- PRISM Program Cout
\;:\. 300 o your

Ehe New QJork Eimes

"av h%c?l/lzllster

University "

X
e

131.181.46.152

| saw
131.181.46.152

communicate with
NYT
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T@' anonymity network

Tor relay nodes

guardian

Ehe New QJork Eimes
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T@' anonymity network

| saw 131.181.46.152=>B
(but can’t read the data)

guardian

Ele New Aork Times

l

| saw A=>B
(but can’t read the data)

+ can’t tell these two facts are linked



Things you can do to
Improve your privacy
and security online
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Things you can do

Passwords

For really important sites
(bank, email), pick
completely random
passwords and don't use
them elsewhere.

Stebila « Cryptography every day
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Things you can do

o0 e About Tor x \ +
J \

Untrusted networks e I —

¢, The green onion menu now has a security slider which lets you adjust your security level. Check it out!

« On untrusted wi-fi @S Welcome to Tor Browser
networks (coffee shops, Wbttt
airports, hotels), e
consider using a

Tor is NOT all you need to browse There are many ways you can
anonymously! You may need to help make the Tor Network faster

u u
change some of your browsing and stronger:
habits to ensure your identity « Run a Tor Relay Node »

stays safe. « Volunteer Your Services »
« Tips On Staying Anonymous » « Make a Donation »

or the Tor browser for
L]
The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and
. education of online anonymity and privacy. Learn more about The Tor Project »

Test Tor Network Settings

https://www.torproject.org



Things you can do

Web browsing

University @

Instant messaging Q

0000 HOME 7 15:16 7 % 76% WM eccoco HOME & 15:16 + 76% m.>
< IAl!ce Smith - Oa % < Contact Info Verify Security Code [ﬁ
ast seen today at 13:24 You, Alice

How are you doing?

Good. Just prepareing to give a
talk tomorrow. ),

Sounds fun!

Maybe... v,

What will the talk be about? Do you
think | would enjoy it?



How cryptography protects

your information every day

Web browsing

@ Secure http:
McMas

University g

Instant messaging Q

9 % 76% WM> eccoo HOME 7 15:16
D¢ X < contactinfo Verify Security Code

0000 HOME 7 15:16
< G hicesmin
How are you doing?

Good. Just prepareing to give a
talk tomorrow.

Sounds fun!

Maybe...

What will the talk be about? Do you
think | would enjoy it?

L 76% WD

M

McMaster

Douglas Stebila e

https://www.cas.mcmaster.ca/~stebilad/

The Code Book

http://simonsingh.net/books/the-
code-book/

''ve Got Nothing to Hide' and Other
Misunderstandings of Privacy

https://papers.ssrn.com/sol3/paper
s.cfm?abstract id=998565

Surveillance Self-Defense
https://ssd.eff.org

Schneier on Security
https://www.schneier.com




