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Let n, m, and q be positive integers.

Let xs and y. be distributions over Z. .
The search LWE problem is:

Sample s il Xo.

For¢:=1,...,m: o given (ai, b’b)gl ]

e find s

e Sample a; i UZy), e il Xe-

e Set b; < (a;,s) +e; mod gq.
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Let n and g be positive integers.

Let xs and y. be distributions over Z.

Sample s A Xo.

Define the following two oracles:

e O, s a ® M(Z";), e1® Xei
return (a,"a, s#+ e mod q).

o U:a!® U@), ut®

return (a, u).

U(Zq)S

The decision LWE problem is:
distinguish O, ¢ from U.
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For an invertible s & R’q and a distribution ! on R, define N5, to be the

distribution that outputs e/s € Ry where e &

The NTRU learning problem is: given independent samples a; € Ry where
every sample is distributed according to either: (1) Ns; for some randomly
chosen s € Ry (fixed for all samples), or (2) the uniform distribution, distinguish
which is the case.
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Let B = {by,b,} ! Z3' " be a set of linearly independent basis vectors foZy.
Debne the correspondindattice

! #

nn
L:L(B): ZibiZZi A
=1

(In other words, a lattice is a set of integer linear combinations.)

Debne theminimum distance of a lattice as

11(L)= min #v#.
v' LY 0}
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The shortest vector problem  (SVP) is: given a basisB for some lattice L =
L(B), Pnd a shortest non-zero vector, i.e., bnd/ ! L such that "v" =1 1(L).

The decision approximate shortest vector problem (GapSVR) Is: given
a basisB for some lattice L = L(B) where either! (L) ! 1 or!,(L) > ",
determine which is the case.
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Theorem. [Reg05] For any modulus ¢ < 2P°¥(") and any discretized Gaussian
error distribution ! of parameter "¢ > 2,/n where 0 < " < 1, solving the
decision LWE problem for (n,q,U,!) with at most m = poly(n) samples Iis
at least as hard as quantumly solving GapSVP._ and SIVP, on arbitrary n-

dimensional lattices for some # = 5(n/" ).

The polynomial-time reduction is extremely non-tight: approximately O(n!3).

1026225(CMK8(9::Vr
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The complexity of GapSVR depends heavily on how! and n relate, and ge
harder for smaller! .

Algorithm Time Approx. factor !
LLL algorithm poly( n) 2' (nloglog n/ log n)
various 2 (nlogn) poly(n)
various 2 (") time and space polyf)
Sch87 g (n/k) 2K
NP | co-NP “"h
NP-hard n°@)

In cryptography, we tend to use! $ n.
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Let n,q,x be LWE parameters.

o KeyGen(): s & x(Z"). A &7z e & x(Z"). b+ As+e.

~

Return pk < (A,b) and sk + s.

o Enc(pk,z € {0,1}): s’ & x(Z"). & & x(Z"). b« s'A + €. " & (7).
v+ (s’,b) + €. ¢ < encode(x) + v’'. Return ctxt < (b’,c).

e Dec(sk, (b,¢)): v+ (b',s). Return decode(c — v).

qK&/B/2"EZ&12"%(SMQCR(9:r
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Sender and receiver approximately compute the same shared secrgiAs

v =Is,B"+e =s(As+e)+ e =sAs+Is,e"+ e # SAs

v=1B",s"=(s'A + €)s= s'As + le',s"# S'As



