Recent results for KEMTLS
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Cryptography @ University of Waterloo
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KEMTLS
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1. KEMTLS design and performance
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Authenticated key exchange
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Vast literature on AKE protocols
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Explicit Implicit
authentication authentication
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Explicitly authenticated key exchange:

Signed DiffieHellman

Alice

(pka,Ska) ! SIG.KeyGen()
obtain pkg

Y.!B

I'a ! SIG.Sign(ska , A#B#X #Y') LA

k! H(sid, Y*)
application data

usihg authenticated encryptién

Bob

(pks ,skg) ! SIG.KeyGen()
obtain pka

5 | SIG.Sign(sks , A#B #X #Y)

k! H(sid,XY)



Implicitly authenticated key exchange:
DoubleDH

Alice Bob

ska ! s{0O,..., q" 1} skg ! s{0,..., q" 1}

pkA I gSkA pkB | gSkB ,-l-_/)*'l'

obtain pkg obtain pka

x! s{0,..., q" 1} y! s{0,..., q" 1}

X! o X ‘ Y! ¢ I"#$%$&'()*+
) Y

k! H(sifl, pk3 #YX) k! H(sid pk3 e #xY)

application data

< >
using authenticated encryption
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Key encapsulation mechanisms (KEMS
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(pk,sk) ! KEM.KeyGert)
Pk

(ct,k) ! KEM.Encapspk)
Ct

k! KEM.Decaps$sk, ct)
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Implicitly authenticated KEX Is not new

In theory In_practice
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Client Server

static (KEMg): pkg, sks

»
>

TCP SYN

KEMTLS ‘ e
(pke, ske) «— KEMe.Keygen()

pke

h an d S h ake (sse, Cte) «— KEMe.EncapsuIate(pke;

K1, K] < KDF(sse)
cte, AEAD, (cert[pkg])

-
-«

sse «— KEM¢.Decapsulate(cte, ske)
K1, K| < KDF(sse)

3=>*@:;/* (sss, cts) « KEMg.Encapsulate(pkg)
6AB6C67%&* DB64*6EFBY%$G6 |
SSg — KEMS.Decapsulate(ctS,sks)‘
- I§IG >*@ 2:&#6 Kz, K}, K2, K" — KDF(ss¢|[sss)
% (B 6% ( #F(y <*D 64*6EFB%$G6 AEADk, (key confirmation), AEAD K, (application data) X

AEAD K (key confirmation)

A

+,C5#$6*IB%76<*'6F76(l AEADKén(application data)

A



Algorithm choices
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Algorithm choices
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4 scenarios
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Signed KEX
Versus
KEMTLS
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encrypted application data (ms)
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v
RSA-2048 S~—— assumption: MLWE
+ X25519 assumption: NTRU
»
&,
=
>
m signed KEX incl. int. CA cert. -
e KEMTLS incl. int. CA cert.
0 2 4 6 8 10 12

Size of public key crypto objects transmitted (KB)
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Signed KEX
Versus
KEMTLS
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B: B34TUJ*

S+CDJ*

LESSV

Time until client received
encrypted application data (ms)
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60

40
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SSRR \ > min incl. int. CA cert.
SFXR
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2L o2 NNFFe® & 3 — E
SFRR " NNFF KKDD KDDD KKDD  KDDDE
e o - _— o ﬁ
RSA-2048 ~—— assumption: MLWE
+ X25519 assumption: NTRU
—— »
min excl. ~
int. CA cert. o~
m signed KEX incl. int. CA cert.
e KEMTLS incl. int. CA cert. »
~
o signed KEX excl. int. CA cert. o
o KEMTLS excl. int. CA cert.
0 2 4 6 8 10 12

Size of public key crypto objects transmitted (KB)
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KEMTLS benefits
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Variant: KEMTLS with client authentica
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2. Pre-distributed public keys for
faster client authentication
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https://eprint.iacr.org/2021/779
https://datatracker.ietf.org/doc/html/draft-celi-wiggers-tls-authkem-00

Variant: Pralistributed public keys
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Variant: Pralistributed public keys

| F75-*4#5-'BCUK"V'6%)5)$)7'(7)+'
+=-4'8-*:-*'$-+53(3SHD-& H*-
V04)+4'34'#, HAS-

1 8-&:1653)4 185.7-1-$=#43&! T"5(%[ "#$$ A(
oI5 38 Do KNWYE +-(J0 @B1%9"(

| X3:-4'&-**Y&'TYA>15-*|'V- Z' 1%'231%4"(H#51
$73-45'$H#4'&-4,'$36=-*5-<5'34 HBO:H#BH5(%651"5H#8%5
E£73-450-77)

| F7&)#77)+'5)'&-4,'$73-45'
$-+53(3$#5- T 3-450-77)




KEMTLBDK
handshake
serveronly auth.

3=>*@; (*
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+:C5#$6%'B%76<*6F76(

Server

w static (KEMs): pkg,sks

(pk.,ske) « KEM..Keygen()
(sss,cts) <~ KEMe.Encapsulate(pkg)

pk,, cts

sss < KEM;.Decapsulate(cts, sks)
(sse, cte) «— KEMe.Encapsulate(pk, )

cte

sse «— KEM..Decapsulate(cte, ske)

K,K' K", K" + KDF(ssg||ss.)
AEAD g (key confirmation)

AEAD g (application data)

AEAD g (key confirmation)

AEAD g (application data)




KEMTLEBDK
handshake
mutual auth

I"#$%&'$
O0*(+(,-$.(/$(01*,23(

I"#3$%E&'$
A('5(" 6/&L-8(27%$,97*(2781,7(:$.(/$(01*,23(

I"H$6&'S
1-8(2@& &A('5('$,97*(2781,7(:$.(/$(01*,23(

&+<82($4*, (:$4(1'(74

Client Server

static (KEM.): pke, ske static (KEMs): pkg,sks
Knows pkg
(pk,, ske) « KEM..Keygen()
(sss,cts) < KEMe.Encapsulate(pky)
Ks «— KDF(SSs)
pk,, cts, AEAD k4 (cert [pk.])

>
>

sss < KEM;.Decapsulate(cts, sks)

(sse, cte) «— KEM..Encapsulate(pk,)

(ssc,ctc) < KEMc.Encapsulate(pk)
cte

-
<

sse « KEMe..Decapsulate(cte, ske)

K1 < KDF(sss||sse)
AEADK, (ctc)

<
-

ssc < KEM..Decapsulate(ctc, skc)

A

K2, K3, K5, K3’ + KDF(sss||sse||ssc)
AEADk, (key confirmation)

A

AEAD; (application data)

AEAD gy (key confirmation)

A\

AEAD v (application data)

\ 4



Benefits from préistributed key variant
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KEMTLS variants
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3. Proving KEMTLS manually and with
Tamarin
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Multistage
authenticated key
exchange model for
KEMTLS

K'11*$LM.0*)*N 70P%5.1"1
9/1#P#*0"% 7 OP%5.1"1%QRSTCU

| 9/1#3#*0"%7OP%5.1"1%D.$%4V&%T<B%
Q-RS&TAU

+-("/ 011238562728 4/938:;5<("=/+>7)#.b@ABCUGHD: CO34/FIG/IOH/I*)#=/
+1>?H)$./1571@D64% @ ABCUEHD; CO34/H;0J@124/FOG/99H/15$

Phase 3: Confirmation /

Phase 1: ephemeral key exchange

Phase 2: Implicitly authenticated key exchange

explicit authentication

TCP SYN
TCP SYN-ACK

(pk,, ske) <~ KEM,.Keygen()
ClientHello: pk,, rc «s {0, 1}%%, supported algs.
ES «HKDF.Extract(0, 0)
dES < HKDF.Expand(ES, "derived", 0)

(sse, cte) «—KEMe.Encapsulate(pk,)
ServerHello: cte, rs «s {0, 1}2%, selected algs.

sse «— KEMe.Decapsulate(cte, ske)
HS «HKDF.Extract(dES, ss,)

accept CHTS «~ HKDF.Expand(HS, "c hs traffic",CH..SH)

dHS «~HKDF.Expand(HS, "derived", )

{EncryptedExtensions};age,
{ServerCertificate};qq,: cert[pkg], int. CA cert.

(sss, cts) <~ KEMs.Encapsulate(pks)

{ClientKemCiphertext}g;qge,: Cts C$D@

ssg «—KEM;q.Decapsulate(ctg, skg)
AHS <~ HKDEF Extract(dHS. ss<)

accept CAHTS «~HKDF.Expand(AHS, "c ahs traffic", CH..CKC)

dAHS — HKDF.Expand(AHS, "derived", 0)

MS«HKDF.Extract(dAHS, 0)
fke <~ HKDF.Expand(MS, "c finished",0)
fks <~ HKDF.Expand(MS, "s finished", 0)

{ClientFinished}stage,: CFe~HMAC(fkc, CH..CKC)

abort if CF # HMAC(fk,, CH..CKC)

accept CATS«—HKDF.Expand(MS, "c ap traffic",CH..CF) ey
...................................................................................... stage

record layer, AEAD-encrypted with key derived from CATS

{ServerFinished}stage,: SFe—HMAC(fks, CH..CF)

abort if SF # HMAC(fks, CH..CF)

accept SATS«—HKDF.Expand(MS, "s ap traffic",CH..SF) _—
...................................................................................... stage

record layer, AEAD-encrypted with key derived from SATS
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Security subtleties: authentication

Implicit authentication Explicit authentication
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Security subtleties: downgrade resilienc
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Security subtleties: forward secrecy
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Security subtleties: deniability
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https://eprint.iacr.org/2006/280

Security analyses REMTLS & KEMPDEK

Penandpaper
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Formal verification
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https://tamarin-prover.github.io/

Pen and paper proof in the msilige model
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Limitationsof penandpapemroofs
ON6::7(H@#55™()65(") @( EE@))*(34"581"3(*) @(

3:!33#)! I@-II7( , 3"33#)I @-Il7(
# 2#351 &OHILNIHHET(") Qo#35H 8. 6#31%I#:#57 ()
<=>+,-(%'2(

<=>+- EL<(3"@J'@ @"$%H'#' &(J% @#%'53
):7(%651(J%@#%'53  ON%2B1%I# &(% @865

O\B- )*(3 W %$(<!I7($#  *)@()**#"(2"#%|#:#57
-6$'1B-6)%#'1*;'-6$"
%%$!:$%#'1%S$



Formal verification using Tamarin
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https://tamarin-prover.github.io/

Formal verification using Tamarin
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Modelling KEMTLS using Tamarin

Approach 1 Approach 2

https://github.com/thomwiggers/TLS13Tamarin https://github.com/dstebila/ KEMTTL&narin
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https://github.com/thomwiggers/TLS13Tamarin
https://github.com/dstebila/KEMTLS-Tamarin

In model of

Feature Approach 1 Approach 2

Protocol modelling

Encrypted handshake messages

HKDF and HMAC decomposed into hash calls
Key exch. and auth. KEMs are the same algorithm
TLS message structure

NSNS
X X X X

Security properties

Adversary can reveal long-term keys

Adversary can reveal ephemeral keys

Adversary can reveal intermediate session keys
Secrecy of handshake and application traffic keys
Forward secrecy

Multiple flavours of forward secrecy

Explicit authentication

Deniability

XA X NSNS XSS
N SNSNSNSNSNS xS




L essons learned from formal verificatiol
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4. Gertificate lifecycle for KEM public
keys
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TLS ecosystem is compdnts to consider!
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Certificate lifecycle
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Certificate requests In the X.509 PKI
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Goal:
Desigmoninteractive proof of possessi
for lattice-based KEPMublickeys
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Possible approaches for maieractive proof of
possession for (lattid@ased) KEM public keys
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Our approach
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FrodoKEKkky generation

1. GenerateA ! ZQ! " from a seel

2. S leS" 1M
AMpIES = Frodo-640
3. SampleE" ! "1 q=2"%
4. Compute B" sAS + E n=640,n=8
| L mi12,...,12
5. Public key: (seed ,B) |
6. Secret key: S
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https://frodokem.org/

Verifiable generation féerodoKEM
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5-round interactive protocol for verifiable genera
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Making it nonnteractive
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Lots of nice optimizations
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Defining security for proof of possessiol
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Unigueness of smallodoKEBKblutions
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Performance
tradeoffs
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(b) FrodoKEM-640
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Summary of verifiable generation
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KEMTLS

Phase 1: ephemeral key exchange

Phase 2: Implicitly authenticated key exchange

Phase 3: Confirmation /
explicit authentication

TCP SYN
TCP SYN-ACK

(pk,, ske) <~ KEM,.Keygen()
ClientHello: pk,, rc «s {0, 1}%%, supported algs.
ES«HKDF.Extract(0, 0)
dES < HKDF.Expand(ES, "derived", 0)

(sse, cte) —KEMe.Encapsulate(pk,)
ServerHello: cte, rs «s {0, 1}256, selected algs.

sse «— KEMe.Decapsulate(cte, ske)

HS < HKDF.Extract(dES, ss)
accept CHTS «~ HKDF.Expand(HS, "c hs traffic",CH..SH)

dHS «~HKDF.Expand(HS, "derived", 0)

{EncryptedExtensions};age,
{ServerCertificate} g, cert[pkg], int. CA cert.

(sss, ctg) e~ KEM;.Encapsulate(pkg)
{ClientKemCiphertext};qge, : cts

ssg «—KEM;q.Decapsulate(ctg, skg)

AHS «HKDF.Extract(dHS, sss)
accept CAHTS «—HKDF.Expand(AHS, "c ahs traffic", CH..CKC)

dAHS «HKDF.Expand(AHS, "derived", 0)

MS «HKDF.Extract(dAHS, 0)
fke «—~HKDF.Expand(MS, "c finished",0)
fks <~ HKDF.Expand(MS, "s finished", 0)

{ClientFinished}stqge,: CF¢—HMAC(fke, CH..CKC)

abort if CF # HMAC(fk,, CH..CKC)

accept CATS «—HKDF.Expand(MS, "c ap traffic",CH..CF)

{ServerFinished}stage,: SFe—HMAC(fks, CH..CF)

abort if SF # HMAC(fks, CH..CF)

accept SATS«—HKDF.Expand(MS, "s ap traffic",CH..SF)



KEMTLS
with client
authentication

Phase 2: Implicitly authenticated key exchange Phase 1: ephemeral key exchange

Phase 3: Confirmation / explicit authentication

TCP SYN
TCP SYN-ACK

(pk,, ske)—KEM,.Keygen()
ClientHello: pk,, re s {0,1}?5, supported algs.
ES«HKDF.Extract(0, 0)
dES«HKDF.Expand(ES, "derived", 0)

(sse, cte) «— KEMe.Encapsulate(pk,)

}256

ServerHello: cte, rs «s {0,1 , selected algs.

sse ¢~ KEM,.Decapsulate(ct,, ske)

HS « HKDF.Extract(dES, ss¢)
accept CHTS «— HKDF.Expand(HS, "¢ hs traffic",CH..SH)

dHS «~HKDF.Expand(HS, "derived", 0)

{EncryptedExtensions)\,“wv,

stages’ cert[pkg], int. CA cert.
{CertificateRequest}qge,

{ServerCertificate}

(sss, cts) <~ KEMg.Encapsulate(pkg)

{c1 ientKemCiphertext)_\,‘"/(,:: ctg

ssg «—KEM;.Decapsulate(cts, sks)

AHS «HKDF.Extract(dHS, ssg)
accept CAHTS «~HKDF.Expand(AHS, "c ahs traffic", CH..CKC)

dAHS «—HKDF.Expand(AHS, "derived", 0)
{ClientCertificate} qg,: cert[pke], int. CA cert.

(ssc, cte) «—KEMc.Encapsulate(pk )
{ServerKemCiphertext} qge,: ctc

ss¢ «—KEM,.Decapsulate(cte, ske)

MS «HKDF.Extract(dAHS, ssc)
fke «~HKDF.Expand(MS, "c finished",0)
fks «—HKDF.Expand(MS, "s finished",0)

{ClientFinished}sage,: CF e~ HMAC(fke, CH..SKC)

abort if CF # HMAC(fk,, CH..SKC)

accept CATS «—HKDF.Expand(MS, "c ap traffic", CH..CF)

stage 5
record layer, AEAD-encrypted with key derived from CATS
{ServerFinished}siage,: SFe=HMAC(fks, CH..CF)
abort if SF # HMAC(fks, CH..CF)
accept SATS «—HKDF.Expand(MS, "s ap traffic",CH..SF) e 6
...................................................................................... stage

record layer, AEAD-encrypted with key derived from SATS



TLS 1.3 and KEMTLS size of public key ob

Excluding intermediate CA certificate Including intermediate CA certificate Sum TCP pay-
Abbrv. KEX HS auth Leaf crt. Leaf crt. Sum excl. Int. CAcrt. Int. CAcrt. Sum incl. Root CA loads of TLS HS
(pk+ct) (ct/sig) subject (pk) (signature) int. CA cert. subject (pk) (signature) int. CA crt. (pk) (incl. int. CA crt.)
errr ECDH RSA-2048 RSA-2048 RSA-2048 RSA-2048 RSA-2048 RSA-2048
T3 (X25519) 64 256 272 256 48 272 256 e 272 2829
% Min.incl.int.  SFXR SIKE Falcon Falcon XMssMT — XMssMT Rainbow " Rainbow
%  CA cert. 433 690 897 979 32 66 161600 5378
o
:é.o Min. excl. int.  SFRR SIKE Falcon Falcon Rainbow 2086 Rainbow Rainbow 62344 Rainbow
% CA cert. 433 690 897 66 60192 66 60192 64693
o
~  Assumption: KDDD Kyber Dilithium Dilithium Dilithium 7720 Dilithium Dilithium 11452 Dilithium
é’ MLWE+MSIS 1568 2420 1312 2420 1312 2420 1312 12639
Assumption: NFFF NTRU Falcon Falcon Falcon 3675 Falcon Falcon 5262 Falcon
NTRU 1398 690 897 690 897 690 897 6524
Min. incl. int.  SSXR SIKE SIKE SIKE XMssMT — XMssMT  Rainbow 1043  Rainbow
CA cort: 433 236 197 979 32 66 60192 4252
«~ Min. excl.int.  SSRR SIKE SIKE SIKE Rainbow 932 Rainbow Rainbow 61190 Rainbow
= CAcert. 433 236 197 66 60192 66 60192 63568
=
W Assumption: KKDD Kyber Kyber Kyber Dilithium 5556 Dilithium Dilithium 9288 Dilithium
MLWE+MSIS 1568 768 800 2420 1312 2420 1312 10471
Assumption: NNFF NTRU NTRU NTRU Falcon 3486 Falcon Falcon 5073 Falcon
NTRU 1398 699 699 690 897 690 897 6359

%(



TLS 1.3 and KEMTLS crypto & handshake

Computation time for asymmetric crypto
Excl. int. CA cert.

Incl. int. CA cert.

Handshake time (31.1 ms latency, 1000 Mbps bandwidth)
Excl. int. CA cert.

Incl. int. CA cert.

Handshake time (195.6 ms latency, 10 Mbps bandwidth)
Incl. int. CA cert.

Excl. int. CA cert.

Client Server Client Server Client Client Server Client Client Server Client Client Server Client Client Server

sentreq. recv.resp. HS done sent req. recv.resp. HS done | sentreq. recv.resp. HS done sent req. recv.resp. HS done

errr 0.134 0.629 0.150 0.629 66.4 97.7 35.5 66.5 97.7 35.5 397.3 5934 201.4 398.3 594.5 202.4

« SFXR 11.860 4410 12.051 4410 80.1 111.3 49.2 80.4 111.5 494 417.5 615.0 218.9 417.4 614.9 219.1
:; SFRR 6.061 4410 6.251 4410 65.5 96.7 345 1314 162.6 100.4 398.3 594.6 201.8 1846.8 2244.5 1578.7
E:! KDDD 0.059 0.072 0.081 0.072 63.8 95.1 32.9 64.1 95.4 33.2 405.1 602.3 208.3 410.3 609.8 212.8
NFFF 0.138 0.241 0.180 0.241 64.8 96.0 33.8 65.1 96.4 342 397.8 593.9 201.2 399.8 596.0 203.2

»n  SSXR 15.998 7.173 16.188 7.173 84.5 124.6 62.5 84.3 124.4 62.3 417.5 625.8 232.5 417.6 625.8 232.4
|-'_-l SSRR 10.198 7.173 10.388 7.173 75.5 116.3 54.2 140.3 182.3 120.1 408.5 616.5 223.5 1684.2 2091.6 1280.4
E KKDD 0.048 0.017 0.070 0.017 63.3 94.8 32.6 63.7 95.2 32.9 397.3 5944 201.6 434.7 638.0 2354
X NNFF 0.107 0.021 0.149 0.021 63.4 95.0 32.7 63.7 95.3 33.0 395.9 593.0 200.1 397.6 594.7 201.9

Label syntax: ABCD: A = ephemeral key exchange, B = leaf certificate, C = intermediate CA certificate, D = root certificate.

Label values: Dilithium, eCDH X25519, Falcon, Kyber, NTRU, Rainbow, rSA-2048, SIKE, XMSSISWT; all level-1 schemes.
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Client Server

Knows pkg static (KEMs): pkg, sks

(pk,,ske) « KEM..Keygen()
(sss,cts) « KEM..Encapsulate(pkg)

pk., cts

sss +— KEM;.Decapsulate(ctg, sks)
(sse, cte) ¢ KEM..Encapsulate(pk,)

cte

sse « KEM..Decapsulate(ct., ske)

K,K' K" K" + KDF(ssg||sse)
AEAD k (key confirmation)

AEAD g (application data)

AEAD gk (key confirmation)

AEAD g (application data)

(a) Unilaterally authenticated

KEMTLEBDK overview

Client Server

static (KEM.): pk¢,skc
Knows pkg
(pk,,ske) ¢ KEM..Keygen()
(sss,cts) < KEM..Encapsulate(pkg)
Ks = KDF(SSs)
pk.,cts, AEAD g (cert [pks])

static (KEMs): pkg, sks

sss + KEM;.Decapsulate(ctg, sks)

(sse, cte) ¢ KEM..Encapsulate(pk,)

(ss¢,cte) + KEMc.Encapsulate(pk)
cte

sse + KEM..Decapsulate(ct., ske)
K, + KDF(sss||sse)
AEADk, (th)

ss¢ < KEM..Decapsulate(ctc, ske)

Ky, K5, Ky, K5 < KDF(ssg||sse|[ssc)
AEADk, (key confirmation)

AEAD; (application data)

AEADky (key confirmation)

AEAD Ky (application data)

(b) With proactive client authentication

&)



KEMTLEBDK

Client Server

Knows pkg static (KEMs): pkg,sks
TCP SYN

TCP SYN-ACK

(pk,, ske) <~ KEM..Keygen()
(sss, cts) <+ KEM;s.Encapsulate(pkg)
ClientHello: pk,, 7. s {0,1}*°°, ext_pdk: cts, supported algs.

sss +— KEM;.Decapsulate(cts, sks)
ES+«+HKDF.Extract(0, sss)
accept ETS«+HKDF.Expand(ES, "early data",CH)

dES+«+HKDF.Expand(ES, "derived", ()

(sse, cte)— KEM..Encapsulate(pk,)

256

ServerHello: ct,rs +s {0,1}°°, selected algs.

sse < KEM..Decapsulate(cte, ske)

HS <~ HKDF.Extract(dES, ss.)
accept CHTS«+HKDF.Expand(HS, "c hs traffic",CH..SH)

dHS +HKDF.Expand(HS, "derived", ()
{EncryptedExtensions}

MS +~HKDF.Extract(dHS, 0)
fk.+—HKDF.Expand(MS, "c finished", ()
fks <~ HKDF.Expand(MS, "s finished",()

B {ServerFinished}stage;: SF—HMAC(fks,CH..EE)
abort if SF # HMAC(fks, CH..EE)
accept SATS+ HKDF.Expand(MS, "s ap traffic",CH..SF)

stages

{ClientFinished}stage,: CF<—HMAC(fk., CH..SF)

abort if CF # HMAC(fk., CH..SF)
accept CATS<+HKDF.Expand(MS, "c ap traffic",CH..CF)



KEMTLEBDK
with proactive
client
authentication

Sorver

static (KEMc): pke,skc static (KEMs): pkg,sks
Knows pkg TCP SYN

TCP SYN-ACK

(pk., ske )+ KEM..Keygen()
(sss, cts) «— KEMs.Encapsulate(pkg)
ClientHello: pk,, . s {0,1}*°%, ext_pdk: cts, supported algs.

ssg < KEM;.Decapsulate(cts, sks)
ES<+HKDF.Extract(f, sss)
accept ETS <+ HKDF.Expand(ES, "early data",CH)

dES+HKDF.Expand(ES, "derived", ()
(sse, cte) <~ KEM..Encapsulate(pk,)

ServerHello: cte,rs s {0, 1}256, selected algs.

sse <— KEM..Decapsulate(cte, ske)

HS+HKDF.Extract(dES, ss.)
accept CHTS«+-HKDF.Expand(HS, "c hs traffic",CH..SH)

dHS <+~ HKDF.Expand(HS, "derived", ()

{EncryptedExtensions}, ..

(ssc, ctc) + KEMc.Encapsulate(pk.)
{ServerKemCiphertext} , .. : ctc

ssc +—KEM(.Decapsulate(ctc, skc)

MS +~HKDF .Extract(dHS, ss¢)
fkc.+—HKDF.Expand(MS, "c finished", ()
fks <~ HKDF.Expand(MS, "s finished",()

{ServerFinished}iqge,: SF<—HMAC(fks, CH..EE)

abort if SF # HMAC(fks, CH..EE)
accept SATS<+HKDF.Expand(MS, "s ap traffic",CH..SF)

{ClientFinished}stage,: CFHMAC(fk,, CH..SKC)

abort if CF # HMAC(fk., CH..SF)
accept CATS«+HKDF.Expand(MS, "c ap traffic",CH..CF)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,



Communication
sizes
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Transmitted Client Auth Cached
Ephem. Auth Sum Cert. CA Sum Leaf pk CIl. Auth
(pk—+-ct) (pk—+ct/sig) (sig) (total) CA (pk)
. SIKE SIKE/Rai. SIKE Rainbow N/A Rainbow
linlmum 197 236 crt+ct 499 252 433 66 1431 161,600
-
E Assumption: Kyber Kyber/Dil. 5.556 Kyber Dilithium 9.554 N/A Dilithium
o MLWE/MSIS 800 768 crt+ct 3,988’ 1,568 2,420 7 1,312
X
Assumption: NTRU NTRU/Fal. 3.486 NTRU Falcon 5.574 N/A Falcon
NTRU 699 699 crt+ct 2,088’ 1,398 690 ’ 897
X25519 RSA-2048 RSA-2048 RSA-2048 RSA-2048 RSA-2048
TLS 1.3 32 32 sig 256 520 528 256 1104 272 272
n
e I SIKE Rainbow Falcon Rainbow Rainbow Rainbow
lemmum 197 236 sig 66 299 1,587 66 2152 161600 161,600
—% Assumption: Kyber Dilithium 3.088 Dilithium Dilithium 10.140 Dilithium Dilithium
& MLWE/MSIS 800 768 sig 2,420 3,732 2,420 © 1,312 1,312
Assumption: NTRU Falcon 2. 088 Falcon Falcon 4.365 Falcon Falcon
NTRU 699 699 sig 690’ 1,587 690 7’ 897 897
. SIKE McEliece SIKE Rainbow McEliece Rainbow
« Minimum 197 236 ct 128 261 433 66 1'060 961120 161,600
E Finalist: Kyber Kyber 2 336 Kyber Dilithium 6.324 Kyber Dilithium
ci'l) Kyber 800 768 ct 768’ 1,568 2,420 7’ 800 1,312
E Finalist: NTRU NTRU 2.097 NTRU Falcon 4.185 NTRU Falcon
§ NTRU 699 699 ct 699’ 1,398 690 7’ 699 897
Finalist: SABER SABER 2 144 SABER Dilithium 5.972 SABER Dilithium
SABER 672 736 ct 7367’ 1,408 2,420 7’ 672 1,312
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Handshake times, unilateral authenticas

Unilaterally 31.1ms RTT, 1000 Mbps 195.6 ms RTT, 10 Mbps

authenticated Client Client Server Client Client Server
sent req. recv. resp. expl. auth. sent req. recv. resp. expl. auth.
v Minimum 75.4 116.1 116.1 408.6 616.3 616.2
S MLWE/MSIS 63.2 94.8 94.7 397.4 594.6 594.5
¥ NTRU 63.1 94.7 94.6 396.0 593.0 593.0
o TLS 1.3 66.4 97.6 66.3 396.8 592.9 396.7
- Minimum 70.1 101.3 70.0 402.3 598.5 402.2
< MLWE/MSIS 63.9 95.1 63.8 397.2 593.4 397.1
S NTRU 64.8 96.1 64.7 397.0 593.2 396.9
Minimum 66.3 97.5 66.2 397.9 594.1 397.8
X Kyber 63.1 94.3 63.0 395.3 591.4 395.2
o NTRU 63.1 94.3 63.0 395.3 591.5 395.2
SABER 63.1 94.3 63.0 395.2 591.4 395.2
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Handshake times, mutual authenticatio!

Mutually 31.1ms RTT, 1000 Mbps 195.6 ms RTT, 10 Mbps

authenticated Client Client Server Client Client Server
sent req. recv. resp. expl. auth. sent req. recv. resp. expl. auth.
v Minimum 130.2 161.4 161.3 631.2 827.5 827.5
S MLWE/MSIS 95.2 126.6 126.6 598.3 794.6 794.6
v NTRU 95.0 126.4 126.3 595.3 791.7 791.7
o TLS 1.3 68.3 99.8 65.9 399.4 597.2 396.7
= Minimum 71.1 102.7 69.9 403.3 602.0 402.0
< MLWE/MSIS 64.5 96.2 63.9 400.1 616.8 399.5
S NTRU 66.2 98.1 64.8 398.3 597.7 397.0
Minimum 84.9 116.1 84.9 420.5 616.8 420.5
X Kyber 63.5 94.7 63.4 400.2 596.5 400.2
a NTRU 63.6 94.9 63.6 397.6 593.8 397.5
SABER 63.6 94.8 63.5 399.4 595.5 399.3
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KEMTLS Cached TLS KEMTLS-PDK

Unilaterally authenticated

Round trips until client receives response data 3 3 3
Size (bytes) of public key crypto objects transmitted:

e Minimum PQ 932 499 561
e Module-LWE /Module-SIS (Kyber, Dilithium) 5,556 3,988 2,336
e NTRU-based (NTRU, Falcon) 3,486 2,088 2,144

Mutually authenticated

Round trips until client receives response data E 3 3
Size (bytes) of public key crypto objects transmitted:

e Minimum PQ 1,431 2,152 1,060
e MLWE/MSIS 9,554 10,140 6,324
e NTRU 5,574 4,365 4,185
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Tamarin runtimes for Approach 2

Lemma KEMTLS KEMTLS-PDK All 4
sauth  mutual both sauth  mutual both  variants
reachable_x* 0:01:17 0:01:20 0:04:32 0:01:46 0:01:36 0:04:40  0:13:25
attacker_works_x* 0:00:17 0:00:46 0:01:16 0:00:17 0:00:23 0:00:53 0:12:04
match_* 0:01:02 0:01:22 0:02:55 0:00:55 0:01:14 0:02:46 0:09:53
sk_sec_nofs_client 0:00:05 0:00:07 0:00:16 0:00:05 0:00:05 0:00:14 0:00:41
sk_sec_nofs_server 0:00:05 0:00:06 0:00:12 0:00:05 0:00:06 0:00:14 0:00:40
sk_sec_wfsl 0:00:21 0:00:10 0:01:05 0:00:17 0:00:18 0:00:41 0:03:00
sk_sec_wfs2 0:00:36 0:00:28 0:01:30 0:00:28 0:00:22 0:01:23  0:24:28
sk_sec_fs 0:01:20 0:03:05 0:06:38 0:01:21 0:01:33 0:05:07 1:39:58
malicious_accept. 0:00:13 0:01:40 0:04:13 0:00:17 0:00:22 0:01:39 27:29:37
deniability (abbr.) 0:01:02 0:12:15 — 0:00:24 0:29:10 — —
Total (excl. den.) 0:05:16 0:09:05 0:22:38 0:05:30 0:06:00 0:17:38 30:13:46




Regime 1 Regime 2 Kyber512 Frodo640

Scheme Technique Size Size  Time Size Time Size Time

Proof of knowledge of secret key (and proof of verifiable decryption, denoted °)

P r O Of Of Stern-like [51]  ZKP from SIS 2.3 MB' 43 MBT
[9] MPCitH 41MB  24s > 8.42 MB*

[20] ZKP from RLWE & RSIS 384kB"
" [13] 2-prot. for permuted-kernel 233 kB 444 kB
p O S S e S S I O n Ligero [5] ZkSNARK from PCPs 157 kBT 200 kB*
Aurora [11] zkSNARK for R1CS 72kBT 71 kBT
- [37] ZKP from MLWE & MSIS 47kB, 61 kB®
CO m parlso n [56] ZKP from MLWE & MSIS 47 kB*
[57] ZKP from MSIS & ext. MLWE 33kB 43.6 kB®
[55] ZKP from MLWE & MSIS 14kB 19.0 kB®
Proof of verifiable generation
Ours (31, 26) MPCitH 251 kB 879 kB 529kB  0.006s 650 kB 0.12s
Ours (256, 16) MPCitH 155 kB 542 kB 334kB 0.028s 402 kB 0.63s
Ours (1626,12) MPCitH 117 kB 407 kB 25.7kB  0.109s 302kB 2.59s
Ours (65536,8) MPCitH 79 kB 272kB 17.8 kB 3.77 s 203 kB 85.6s

Empty cell indicates estimates for parameter regime not available in the original paper or subsequent literature.
“Ours (N, 7)” denotes number N of MPC-in-the-head parties and number 7 of MPC repetitions.
Regime 1: modulus g ~ 232, number of secret entries o = 2048, ternary secrets {—1,0, 1}, 128-bit security level.
Regime 2: modulus q = 261 number of secret entries o = 4096, binary secrets {0, 1}, 128-bit security level.
Kyber512: modulus g = 3329, number of secret entries o = 1024, secret [0, +2], 128-bit security level.
Frodo640: modulus g = 215 number of secret entries o = 10240, secret [0, £12], 128-bit security level.
T: Estimates by Beullens [13]. : Estimate by us, using edaBits [36] for comparisons.
*: Estimate by Lyubashevsky et al. [57]. ©: For proof of verifiable decryption.
Runtime for a single-threaded implementation on Intel Core i7-8565U CPU running at up to 4.6 GHz, compiled with gcc 11.2.0.



