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1. KEMTLS design and performance
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Authenticated key exchange

&

C+H)(9%@5#"3("35%I:#31(%(31%@"2(3"8@"5()J"@(%(
96I:#8(8)$$6'#8%5#)'(81%''":



Vast literature on AKE protocols
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Explicit
authentication
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Explicitly authenticated key exchange:
Signed DiffieÐHellman

)*

Alice Bob

(pkA , skA ) ! SIG.KeyGen() (pkB , skB ) ! SIG.KeyGen()
obtain pkB obtain pkA

x ! $ { 0, . . . , q " 1}
X ! gx X

y ! $ { 0, . . . , q " 1}
Y ! gy

! B ! SIG.Sign(skB , A#B #X #Y)Y, ! B

! A ! SIG.Sign(skA , A#B #X #Y) ! A

k ! H (sid, Y x ) k ! H (sid, X y )
application data

using authenticated encryption



Implicitly authenticated key exchange:
Double-DH

))

Alice Bob

skA ! $ { 0, . . . , q " 1} skB ! $ { 0, . . . , q " 1}

pkA ! gsk A pkB ! gsk B

obtain pkB obtain pkA

x ! $ { 0, . . . , q " 1} y ! $ { 0, . . . , q " 1}
X ! gx Y ! gyX

Y

k ! H (sid, pksk A
B #Y x ) k ! H (sid, pksk B

A #X y )
application data

using authenticated encryption
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Key encapsulation mechanisms (KEMs)
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<latexit sha1_base64="RDVfI7FP0yyVQqr+2G8wBIqhKDQ="></latexit>

(pk, sk) ! KEM.KeyGen()

<latexit sha1_base64="XPVAcqpbuqaH8/jH2n2W0moLbT0="></latexit>

(ct, k) ! KEM.Encaps(pk)

<latexit sha1_base64="odAnpH0dxdWK5HcWBvymtpgGo+8="></latexit>

k ! KEM.Decaps(sk, ct)

<latexit sha1_base64="PTKmRgTTD1VvdUJnVXjDNS/R8xM=">AAACFXicbVC7TsMwFHV4lvIqMLJYtEhMVdIBGCtYGItEH1IbVY5701q1nch2EFXUX2AtP8OGWJn5FwacNgNtOZKlo3Pu1T0+QcyZNq777Wxsbm3v7Bb2ivsHh0fHpZPTlo4SRaFJIx6pTkA0cCahaZjh0IkVEBFwaAfj+8xvP4PSLJJPZhKDL8hQspBRYjKpEo8r/VLZrbpz4HXi5aSMcjT6pZ/eIKKJAGkoJ1p3PTc2fkqUYZTDtNhLNMSEjskQupZKIkD76TzrFF9aZYDDSNknDZ6rfzdSIrSeiMBOCmJGetXLxP+8bmLCWz9lMk4MSLo4FCYcmwhnH8cDpoAaPrGEUMVsVkxHRBFqbD1LV14WUZc0kIlgBsS0aOvyVstZJ61a1buuuo+1cv0uL66AztEFukIeukF19IAaqIkoGqFXNENvzsx5dz6cz8XohpPvnKElOF+/66GfrQ==</latexit>

pk

<latexit sha1_base64="qvRR5ShOI+DZk1O2A7o45sTKiQM=">AAACFXicbVDLTsJAFJ36RHyhLt00gokr0rJQl0Q3LjGRRwINmQ63MGFm2szcGknDL7jFn3Fn3Lr2X1zYQhcCnmSSk3PuzT1z/Ehwg47zbW1sbm3v7Bb2ivsHh0fHpZPTlgljzaDJQhHqjk8NCK6giRwFdCINVPoC2v74PvPbz6AND9UTTiLwJB0qHnBGMZMqDCv9UtmpOnPY68TNSZnkaPRLP71ByGIJCpmgxnRdJ0IvoRo5EzAt9mIDEWVjOoRuShWVYLxknnVqX6bKwA5CnT6F9lz9u5FQacxE+umkpDgyq14m/ud1YwxuvYSrKEZQbHEoiIWNoZ193B5wDQzFJCWUaZ5mtdmIasowrWfpyssi6pIGKpYcQU6LaV3uajnrpFWrutdV57FWrt/lxRXIObkgV8QlN6ROHkiDNAkjI/JKZuTNmlnv1of1uRjdsPKdM7IE6+sX5NifqQ==</latexit>

ct
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Implicitly authenticated KEX is not new

)&

CLN OI%3"2P(-<=>=A(
>FQA(N>FQA(R

C<=> OI%3"2P(
SGTEUVA(W-XY.ZA(R

! "#$%&'(%)*+,-./*)%0,%
12#%3%456

! "#$%&'()*+#*,'&-$*-$.
! #07,+89%:/0-'9%;0*'7<+*=

! /0 12#&-,
! /3((-*-45'6*)5)$)7'(7)+&

! >?12#
! /0 12#&-,
! 8-9:3*-&'#'4)4 1345-*#$53;-'%-.'

-<$=#4>-'?@ABCD

In theory In practice



KEMTLS
handshake
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Algorithm choices
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Algorithm choices
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4 scenarios
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Signed KEX 
versus
KEMTLS
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Signed KEX 
versus
KEMTLS
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KEMTLS benefits
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Variant: KEMTLS with client authentication
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2. Pre-distributed public keys for 
faster client authentication
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Variant: Pre-distributed public keys
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Variant: Pre-distributed public keys
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KEMTLS-PDK
handshake

server-only auth.
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KEMTLS-PDK
handshake
mutual auth
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Benefits from pre-distributed key variant
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KEMTLS variants
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3. Proving KEMTLS manually and with 
Tamarin
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Security 
properties
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Multi-stage 
authenticated key 

exchange model for 
KEMTLS
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Security subtleties: authentication
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Implicit authentication Explicit authentication



Security subtleties: downgrade resilience
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Security subtleties: forward secrecy
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Security subtleties: deniability
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https://eprint.iacr.org/2006/280


Security analyses of KEMTLS & KEMTLS-PDK
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Pen-and-paper Formal verification

https://tamarin-prover.github.io/


Pen and paper proof in the multi-stage model
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Limitationsof pen-and-paper proofs
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Formal verification using Tamarin
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https://tamarin-prover.github.io/


Formal verification using Tamarin
! 7&%&$41).855+../8''()
8.+*)#1)%&1()&5&*+%45)
&1*)$+&'30#$'*)
5$(9:#2$&9;45)9$#:#5#'.

! <.9+54&''()+//+5:4-+)#1)
=+()+>5;&12+)9$#:#5#'.
! R/)2&F#C#+,$&C/1230&?2%&
2E'@#$-2&02'*+,)%&>#021&
/$&!"#$%&%'0200,/$&?2%8&
$/)&&%(&)*&%'+&),#-&!&*.

! $'7'+,(%704/.%0:%$;<%=>?%
4+':*2%]<KScJ<KKSc` :01(4%2/@/+'.%
:.'A2

! C&6-$3#77.'34'345-*#$53)4&'
2-5+--4',3((-*-45'6*)5)$)7&'
I),-&

M"?0?3C%4Z&%>?P%@$"L2(*$"K%I"O%
$"2/5@#3.C

! C<6-4&3;-['I)45=&')('6-*&)4 1
-(()*5Z'G'+--%')('$)I6:5#53)4'
53I-Z'GQQ'X\'8FU

]<KSc`* <B"A"B0J*K&B,-.J*S#&..J*,-%*G"B*E"BR"J*+DDD*SeZ*347_X
]<KKSc`* <B"A"B0J*K&B,-.J*K&)'-%GJ*S#&..J*,-%*G"B*E"BR"J*:<E*<<S*347\X ##



Modelling KEMTLS using Tamarin
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Approach 1
https://github.com/thomwiggers/TLS13Tamarin

Approach 2
https://github.com/dstebila/KEMTLS-Tamarin
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https://github.com/thomwiggers/TLS13Tamarin
https://github.com/dstebila/KEMTLS-Tamarin




Lessons learned from formal verification
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4. Certificate lifecycle for KEM public 
keys
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TLS ecosystem is complex Ðlots to consider!
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Certificate lifecycle
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Certificate requests in the X.509 PKI
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Goal:
Design non-interactive proof of possession 

for lattice-based KEM public keys
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Possible approaches for non-interactive proof of 
possession for (lattice-based) KEM public keys
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Our approach
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FrodoKEMkey generation

$$$..@0>WWFB&G&b"AX&B(W

<latexit sha1_base64="uAHS0Pxs3G4SLlEGNnubR2ZZTdI="></latexit>

Frodo-640
q = 2 15

n = 640, n = 8
! ! [" 12, . . . , 12]

<latexit sha1_base64="j9joIFZ9/zBne6L4RzVgZ463mrA="></latexit>

1. GenerateA ! Zn ! n
q from a seed

2. SampleS " $ ! n ! n

3. SampleE " $ ! n ! n

4. Compute B " $ AS + E

5. Public key: (seedA , B )

6. Secret key: S

https://frodokem.org/


Verifiable generation for FrodoKEM
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5-round interactive protocol for verifiable generation
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Making it non-interactive
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Lots of nice optimizations
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Defining security for proof of possession
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Uniqueness of small FrodoKEMsolutions
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Summary of verifiable generation
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TLS 1.3 and KEMTLS size of public key objects
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TLS 1.3 and KEMTLS crypto & handshake time
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Handshake times, unilateral authentication
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Handshake times, mutual authentication
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Tamarin runtimes for Approach 2
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