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How do we compare them?
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•Are they about the same protocol?

•Are they about the same security properties?
• Adversary interaction
• Adversary goals

•Are they using the same assumptions?



Are they about the same protocol?
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Both are about 
the TLS 1.3 
handshake, but 
as interpreted 
and abstracted 
by the authors

• Closer to wire format 
– includes most 
fields, extensions

• Includes multiple 
modes in same 
analysis

• Cryptographic core 
of TLS 1.3 
handshake

• Multiple modes 
handled separately



Are they about the same security goals?
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Both cover 
session key 
security, but 
starting from 
different places

• Covers 6/8 security 
goals from TLS 1.3 
specification

• Session key secrecy 
with forward secrecy

• Authentication
• Agreement
• …

• Multi-stage AKE 
definition

• Builds on long-
standing AKE models 
from [BR93] onwards

• Session key 
indistinguishability 
with forward secrecy

• Match security



Are they using the same assumptions?
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Both assume 
secure building 
blocks (signature, 
DH, KDF, …), but 
with very different 
modelling

• Symbolic model with 
ideal primitives

• Reasoning based on 
what can be derived 
from known terms

• Does model HKDF down 
to the hash function

• Computational model 
with computational 
assumptions

• EUF-CMA, IND-1CCA, 
collision resistance, dual 
PRF, dual-snPRF-ODH, 
…

• Concrete non-tight 
bounds



Are they comparable?
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Same protocol? Incomparable

Same security goals? Incomparable

Same assumptions? Symbolic ≤ Computational (concrete)

Same proof method? Formal ≥ Pen-and-paper

More citations? 184 165



Are they comparable?
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From a practical perspective, not necessarily bad 
that they are incomparable

More perspectives and more viewpoints means 
less likely flaws are overlooked



This talk

Proving KEMTLS in 
paper with the same 

protocol definition and 
same security 

properties as the pen-
and-paper proof
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KEMTLS
Reimagining of TLS 1.3 
handshake to use 
key encapsulation 
mechanisms (KEMs) for 
implicit authentication, 
rather than digital 
signatures for explicit 
authentication

•Reduce communication 
sizes in PQ setting 
since PQ KEMs are in 
general smaller than 
PQ signatures

•Can reduce 
computation costs in 
some configurations

10



KEMTLS
handshake

KEM for 
ephemeral key exchange

KEM for 
server-to-client

authenticated key exchange

Combine shared secrets
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Signed KEX 
versus

KEMTLS
Labels ABCD:
A = ephemeral KEM
B = leaf certificate
C = intermediate CA
D = root CA
Algorithms: (all level 1)
Dilithium, 
eCDH X25519, 
Falcon, 
Kyber, 
NTRU, 
Rainbow,
rSA-2048, 
SIKE, 
XMSS’

12Rustls client/server with some AVX2 implementations. Emulated network: latency 31.1 ms, bandwidth 1000 Mbps, 0% packet loss. Average of 100000 iterations.



KEMTLS variants
Traditional 
communication flow:
1. KEMTLS server-only 

authentication
2. KEMTLS mutual 

authentication

Pre-distributed server 
public keys:
3. KEMTLS-PDK server-only 

authentication
4. KEMTLS-PDK mutual 

authentication

KEMTLS: ACM CCS 2020 https://eprint.iacr.org/2020/534
KEMTLS-PDK: ESORICS 2021 https://eprint.iacr.org/2021/779 13

https://eprint.iacr.org/2020/534
https://eprint.iacr.org/2021/779


Proving KEMTLS
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Multi-stage 
authenticated key 

exchange model for 
KEMTLS

→ Bellare–Rogaway AKE model
→ Multi-stage AKE model [FG14]
→ Multi-stage AKE model for TLS 1.3 

[DFGS15]

[BR93] Bellare, Rogaway, Crypto’93. [FG14] Fischlin, Günther, ACM CCS 2014. 
[DFGS15] Dowling, Fischlin, Günther, Stebila, ACM CCS 2015.

6 session 
keys
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Multi-stage AKE model
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• NewSession
• Send
• CorruptLongTermKey
• RevealSessionKey
• Test

• Session 𝜋
• 𝜋.owner
• 𝜋.peerid
• 𝜋.role
• 𝜋.stage
• 𝜋.sid[1..M]
• 𝜋.cid[1..M]

• 𝜋.key[1..M]
• 𝜋.state

Model parameters
• 𝜋.auth[1..M]
• 𝜋.fs[1..M][1..M]
• 𝜋.use[1..M]

Queries Variables



Multi-stage AKE model
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• Match security
• 6 conditions about session 

identifier matching

• Offline deniability

• Multi-stage key 
indistinguishability

• 3 levels of forward secrecy
• Authentication (malicious 

acceptance)

• Per-stage properties
• Can be retroactively upgraded 

by acceptance of later stages

Security properties



Limitations of pen-and-paper proofs
•Proof sketches for 
session-key 
indistinguishability of 
remaining variants

•Hand-waving argument 
for offline deniability

•Variants handled 
independently

* In the public versions. I did write them out for KEMTLS in a private version with painful LaTeX macros. 18

• Mostly written out for 
session-key 
indistinguishability for 
KEMTLS and KEMTLS-
PDK server-only auth 
variants

• No explicit games / 
reductions*

• But only as reliable as the 
authors and the readers 
are



Formal verification using Tamarin
• Tamarin prover is a model checker for security protocols in 
the symbolic model

• Protocol and adversary powers are specified as a set of state 
machine transitions (“multiset rewriting rules”)

• Security property is specified as a predicate over actions 
recorded during state machine transitions

• Tamarin prover explores (infinite) state space of all possible 
executions to find an execution trace that violates the 
security property or verifies that none exists (or fails to 
terminate)

https://tamarin-prover.github.io/ 19

https://tamarin-prover.github.io/


Formal verification using Tamarin
•Tamarin successfully 
used on many academic 
and real-world 
cryptographic protocols

•Especially effective on 
key exchange protocols
• Note Tamarin models key 
exchange security based 
on learning session key, 
not indistinguishability

• Tamarin model of TLS 1.3 
drafts [CHSV,CHHSV] found several 
flaws

• Especially in interactions 
between different protocols 
modes

• e.g. in TLS 1.3 pre-shared key 
resumption

• Expensive: months of person-
effort, 1 week of computation 
time, 100 GB RAM

[CHSV] Cremers, Horvat, Scott, van der Merwe, IEEE S&P 2016.
[CHHSV] Cremers, Horvat, Hoyland, Scott, van der Merwe, ACM CCS 2017. 20



Modelling KEMTLS using Tamarin

• Adapt [CHHSV] full-scale Tamarin 
model of TLS 1.3 to KEMTLS

• High resolution protocol 
specification: captures TLS 
message format, internal KDF 
structure, …

• Lower resolution security 
properties

• Required more human effort to 
get proofs running automatically

• Encode pen-and-paper multi-
stage AKE definitions in Tamarin

• Lower resolution protocol 
specification: “core cryptographic” 
of KEMTLS

• E.g. No TLS message structure
• Higher resolution security 

properties
• Simpler to specify and 

automatically proves

[CHHSV] Cremers, Horvat, Hoyland, Scott, van der Merwe, ACM CCS 2017.

Approach 1
https://github.com/thomwiggers/TLS13Tamarin

Approach 2
https://github.com/dstebila/KEMTLS-Tamarin

21

https://github.com/thomwiggers/TLS13Tamarin
https://github.com/dstebila/KEMTLS-Tamarin
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Pen-and-paper Tamarin approach 2
KetGenLTK

NewSession KEMTLS_SAUTH_ClientAction1
KEMTLS_SAUTH_ServerAction1
KEMTLS_SAUTH_ClientAction2
…

Send

CorruptLongTermKey OCorruptLTK
RevealSessionKey ORevealSessionKey
Test No Test oracle – symbolic 

model based on key 
recovery

Pen-and-paper Tamarin approach 2
Session 𝜋 Thread identifier tid

ProtocolMode fact
𝜋.owner Owner fact
𝜋.peerid Peer fact
𝜋.role Role fact
𝜋.stage Implicit part of state
𝜋.sid[1..M] SID facts
𝜋.cid[1..M] CID facts
𝜋.key[1..M] SK facts
𝜋.auth[1..M] Auth facts
𝜋.fs[1..M][1..M] FS facts
𝜋.use[1..M] Replayable facts
𝜋.state State fact

Queries Variables



Protocol 
state 

machine 
(oracles)
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Model parameters
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Theorems
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Pen-and-paper Tamarin approach 2
Reachable: It is possible for the adversary to cause stage i of 
protocol mode j to accept with its intended security properties.
Attacker works: It is possible for the adversary to learn session 
key of stage i of protocol mode j (when no freshness restrictions).

Match security Match security properties 1, 2, 3, 4, 5, 6, 7
Multi-stage session key indistinguishability
* Single protocol mode available

Session key unrecoverability of keys tagged nofs (client), nofs
(server), wfs1, wfs2, fs
* All protocol modes available simultaneously

Authentication Authentication
Offline deniability Offline deniability (transcript indistinguishability using 

observational equivalence)
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lemma sk_security_wfs1: "

All tid_owner i cid_i sid_i sk_i #taccept #tcid #tsid #tsk .

// if stage i has accepted a session key with corresponding contributive and session identifiers

Accept(tid_owner, i) @ #taccept & SK(tid_owner, i, sk_i) @ #tsk

& CID(tid_owner, i, cid_i) @ #tcid & SID(tid_owner, i, sid_i) @ #tsid

// and it is fresh in the sense of wfs1, namely that

// (1) the stage key was not revealed

& not(Ex #t . RevealedSessionKey(tid_owner, i) @ #t)

// and (2) the stage key of the partner session at stage i, if the partner exists,  has not been revealed

& not(

Ex tid_partner #tt1 #tt2 . not(tid_owner = tid_partner)

& SID(tid_partner, i, sid_i) @ #tt1 & RevealedSessionKey(tid_partner, i) @ #tt2)

// and (3) there exists j ≥ i s.t. Pi.FS_{i,j} = wfs1, Pi.status_j = accepted, 

// and there exists a contributive partner at stage i

& (

Ex j #tfs #tacceptj . FS(tid_owner, i, j, 'wfs1') @ #tfs

& Accept(tid_owner, j) @ #tacceptj

& (Ex tid_peer #tacceptjpeer #tcidpeer . not(tid_owner = tid_peer)

& Accept(tid_peer, j) @ #tacceptjpeer & CID(tid_peer, i, cid_i) @ #tcidpeer))

// then the session key cannot be learned by the adversary

==> not(Ex #t . KU(sk_i) @ #t)"



Tamarin runtimes for Approach 2
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Are they comparable?
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KEMTLS 
pen-and-paper

KEMTLS Tamarin 
approach 2

Same protocol? Pretty close

Same security goals? Pretty close*

Same assumptions? Computational ≥ Symbolic

Same proof method Pen-and-paper ≤ Formal

* Most significant difference: session key indistinguishability versus session key recovery



Tamarin found bugs in pen-and-paper proof
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Can easily tweak 
security definitions / 

lemmas to check you 
have the properties right 

/ optimal.



It’s not that scary
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• I’d only done a Tamarin tutorial before this
•No intermediate lemmas
•No manual proving in Tamarin; everything proved 
automatically

•About 30-40 hours of work encoding protocol and 
security properties

•Can it be used by someone who wasn’t a creator of 
the tool?



It was fun
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•Got to run some big computing jobs!
•Validates that prose-based pen-and-paper models 
can be rigorized

•I found it rewarding to see it come together and 
validate the pen-and-paper work



Proving KEMTLS in Tamarin
I used Tamarin and you can too!

Douglas Stebila

KEMTLS
Implicitly authenticated TLS 
without handshake signatures 
using KEMs
• Saves bytes on the wire, server 

cycles
• Variants for client authentication and 

pre-distributed public keys

Can encode multi-stage AKE model in Tamarin
• Same protocol, same security properties
All four protocol variants simultaneously
Not too hard to state or prove
Identified bugs in pen-and-paper proofs

33

https://kemtls.org/
https://eprint.iacr.org/2020/534 • https://eprint.iacr.org/2021/779
https://datatracker.ietf.org/doc/html/draft-celi-wiggers-tls-authkem-00
https://github.com/thomwiggers/TLS13Tamarin • https://github.com/dstebila/KEMTLS-Tamarin/

https://kemtls.org/
https://eprint.iacr.org/2020/534
https://eprint.iacr.org/2021/779
https://datatracker.ietf.org/doc/html/draft-celi-wiggers-tls-authkem-00
https://github.com/thomwiggers/TLS13Tamarin
https://github.com/dstebila/KEMTLS-Tamarin/


Appendix
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KEMTLS



KEMTLS
with client 

authentication



KEMTLS-PDK overview
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KEMTLS-PDK
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KEMTLS-PDK
with proactive 

client 
authentication
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Security subtleties: forward secrecy
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Does compromise of a 
party’s long-term key 
allow decryption of past 
sessions?

• Weak forward secrecy 1:
adversary passive in the test 
stage

• Weak forward secrecy 2: 
adversary passive in the test 
stage or never corrupted 
peer’s long-term key

• Forward secrecy: adversary 
passive in the test stage or 
didn’t corrupt peer’s long-term 
key before acceptance



Lessons learned from formal verification
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• Higher assurance in protocol 
design

• Captures potential interactions 
between all 4 protocol variants

• Exhibits difficulty trade-off in 
formal verification: 
granularity of protocol 
specification 

versus 
granularity of security 
properties

• Formal verification identified bugs 
in previous work:

• Approach 1 identified minor bugs in 
original TLS 1.3 Tamarin model of 
[CHHSV]

• Approach 2 identified minor bugs in 
security properties stated in original 
KEMTLS and KEMTLS-PDK papers

• E.g. Wrong retroactive 
authentication stages or 
incorrect forward secrecy levels 
for some stages


