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What was Encrochat?

• A communications service provider 

• offering modified Android smartphones 

• with features including e2ee messaging
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What was Encrochat?

• Phone features

• Physically disconnected: GPS, 
microphone, camera, USB port

• Disabled: Android debug bridge, 
recovery mode

• Dual boot: Encrochat OS & Android OS

• Applications

• Encrochat: e2ee messaging

• Encrotalk: ZRTP-based VOIP

• Encronotes: encrypted note-taking

8(Confusingly, “Encrochat” refers to both the devices & the messaging app.)



Encrochat — the messaging app

• End-to-end encrypted chat

• Traffic routed through servers on VMs of cloud 
service provider OVH in Roubaix, France

• Disappearing messages

• Pseudonymous user handles

• Encryption protocol:

• Some 2019 marketing materials said OTR

• Investigative reporting and court documents 
describe it as based on Signal

• Only for communicating with other Encrochat users
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Timeline of the breach

10

Dec 
2018

French court authorises 
French law enf. to take 
copies of Encrochat VMs 
from server in Roubaix.

LE takes VM copies.

Jan & 
Oct 
2019



11

The VM copies

• Mostly full-disk encrypted VMs.

• Managing cryptographic keys, event logs, 
customer support, notes, & SIM cards.

• But also some unencrypted ones, 
crucially including TANG servers.

inf-tang-01

inf-tang-02
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The VM copies

inf-tang-01

inf-tang-02

nexus

inf-tang-app-01
password-protected

“theskeletonkey”

• Mostly full-disk encrypted VMs.

• Managing cryptographic keys, event logs, 
customer support, notes, & SIM cards.

• Also some unencrypted ones, 
crucially including TANG servers.

• With Europol technical assistance,
password “theskeletonkey” recovered.

• (We found that this took 0.01s 
using Hashcat / rockyou dictionary.)



The VM copies
What was in the decrypted VMs?

• Client management system

• “authentication logins, real IP addresses, and [resellers’] locations by country”

• data related to “payments, users, resellers’ pseudonyms linked to delivery 
addresses, the IMEI [numbers], …”

• Encrypted EncroNotes backups

• SQLCipher/cacheword: keys encrypted with passwords ≥ 15 chars

• 7,582 encrypted keys identified for password cracking

• 981 passwords cracked (~12.5%)

• 8,725 files decrypted, many related to drug trade

prd-oas-01 prd-portal-live-app prd-portal-live-db

prd-notepad-backup-app-01



Timeline of the breach
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Dec 
2018

30 
Jan 

2020

French court authorises 
French law enf. to take copies 
of Encrochat VMs from OVH 
server in Roubaix.

LE takes VM copies.

Court authorises LE 
installation of “computer 
data capture device” on 
OVH server for 1 month

Jan & 
Oct 
2019



Timeline of the breach
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Dec 
2018

Jan & 
Oct 
2019

30 
Jan 

2020

12 
Feb 

2020

4 
Mar 
2020

20 
Mar 
2020

29 
Mar 
2020

30 
Mar 
2020

31 
Mar 
2020

1 
Apr 
2020

French court authorises 
French law enf. to take copies 
of Encrochat VMs from OVH 
server in Roubaix.

LE takes VM copies.

Court authorises LE 
installation of “computer 
data capture device” on 
OVH server for 1 month.

Court authorises LE installation of 
“computer data capture device” on 
OVH server and devices connected 
to it for 1 month.

Court re-authorises the above 
for another month & 
grants an order to block OVH 
and DNS providers from 
interfering with the operation.

Court orders DNS provider 
(Gandi SAS) to “redirect directly” 
all traffic for encrochat.ch & its 
subdomains, for 1 month.

New certificates issued for
*.encrochat.network
using Cloudflare &
encrochat.network 
newly pointed to 
Cloudflare IP.

(Unclear if unrelated)
Outage at OVH data centre in Roubaix, 
claimed due to “router malfunction”.

Court re-authorises the above 
for another month & orders 
OVH to redirect traffic to LE 
infrastructure (only Encrochat 
updates to be affected).

12:01: DNS nameserver for encrochat.ch changed from dnsmadeeasy.com to gandi.net 

23:01: DNS nameserver for encrochat.ch changed from gandi.net to dnsmadeeasy.com 

http://encrochat.ch
http://encrochat.ch
http://dnsmadeeasy.com
http://gandi.net
http://encrochat.ch
http://gandi.net
http://dnsmadeeasy.com


Timeline of the breach
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Dec 
2018

30 
Jan 

2020

12 
Feb 

2020

4 
Mar 
2020

20 
Mar 
2020

29 
Mar 
2020

30 
Mar 
2020

31 
Mar 
2020

1 
Apr 
2020

French court authorises 
French law enf. to take copies 
of Encrochat VMs from OVH 
server in Roubaix.

LE takes VM copies.

Court authorises LE 
installation of “computer 
data capture device” on 
OVH server for 1 month.

Court authorises LE installation of 
“computer data capture device” on 
OVH server and devices connected 
to it for 1 month.

Court re-authorises the above 
for another month & 
grants an order to block OVH 
and DNS providers from 
interfering with the operation.

Court orders DNS provider 
(Gandi SAS) to “redirect directly” 
all traffic for encrochat.ch & its 
subdomains, for 1 month.

New certificates issued for
*.encrochat.network
using Cloudflare &
encrochat.network 
newly pointed to 
Cloudflare IP.

(Unclear if unrelated)
Outage at OVH data centre in Roubaix, 
claimed due to “router malfunction”.

Court re-authorises the above 
for another month & orders 
OVH to redirect traffic to LE 
infrastructure (only Encrochat 
updates to be affected).

12:01: DNS nameserver for encrochat.ch changed from dnsmadeeasy.com to gandi.net 

23:01: DNS nameserver for encrochat.ch changed from gandi.net to dnsmadeeasy.com 

17:15: LE injected their malware into Encrochat’s update servers.

Jan & 
Oct 
2019

http://encrochat.ch
http://encrochat.ch
http://dnsmadeeasy.com
http://gandi.net
http://encrochat.ch
http://gandi.net
http://dnsmadeeasy.com


The malware

• Stage 1: Historical data collection

• Transmitted all data stored on device to French authorities

• Identifiers (e.g., IMEI & username), stored chat messages and notes, 
phonebook, Wifi (SSID), passwords, call logs, …

• Stage 2: Live data collection

• Chat messages forwarded to French police servers in real time

• Plaintext copy of message sent directly from device (E2EE left unchanged)

17



Was Encrochat’s update signing key compromised?

• All applications on Android must be cryptographically signed.

• Signature verification on installation, by Android’s Package Manager.

• No certificate chain.

• Package Manager will reject “updates” not signed using same private key as 
currently installed version of app.

• Platform-signed applications

• Apps signed by OEMs using on-device keys, with more permissions.
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Timeline of the breach
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Dec 
2018

Jan 
2019

30 
Jan 

2020

12 
Feb 

2020

4 
Mar 
2020

20 
Mar 
2020

29 
Mar 
2020

30 
Mar 
2020

31 
Mar 
2020

1 
Apr 
2020

29 
Apr 
2020

26 
May 
2020

28 
May 
2020

10 
June 
2020

12 
June 
2020

French court authorises 
French law enf. to take copies 
of Encrochat VMs from OVH 
server in Roubaix.

LE takes VM copies.

Court authorises LE 
installation of “computer 
data capture device” on 
OVH server for 1 month.

Court authorises LE installation of 
“computer data capture device” on 
OVH server and devices connected 
to it for 1 month. 12:01: DNS nameserver for encrochat.ch changed from dnsmadeeasy.com to gandi.net.

23:01: DNS nameserver for encrochat.ch changed from gandi.net to dnsmadeeasy.com.

17:15: LE injected their malware into Encrochat’s update servers.

Court re-authorises the above for another month.

May
2020

. . . 

Users report problems w/ remote wipe functionality.

Encrochat investigates & finds malware on devices.

Encrochat pushes update to fix the issue.

Almost immediately, malware strikes again.

Malware installed on ≥ 20,000 Encrochat devices;
≥ 100,000 messages & 1,136 GB of data captured.

Court re-authorises the above for another 4 months.

Encrochat informed its SIM provider (KPN) 
of the attack, which blocked connections to 
the servers running the attack.

June
2020

Court authorises extension of 
attack to update.zerolegacy.ch. 

Encrochat issues 
warning & shuts down.

Court re-authorises the above 
for another month & 
grants an order to block OVH 
and DNS providers from 
interfering with the operation.

Court orders DNS provider 
(Gandi SAS) to “redirect directly” 
all traffic for encrochat.ch & its 
subdomains, for 1 month.

New certificates issued for
*.encrochat.network
newly using Cloudflare &
encrochat.network 
newly pointed to 
Cloudflare IP.

(Unclear if unrelated)
Outage at OVH data centre in Roubaix, 
claimed due to “router malfunction”.

Court re-authorises the above 
for another month & orders 
OVH to redirect traffic to LE 
infrastructure (only Encrochat 
updates to be affected).

http://encrochat.ch
http://dnsmadeeasy.com
http://gandi.net
http://encrochat.ch
http://gandi.net
http://dnsmadeeasy.com
http://update.zerolegacy.ch
http://encrochat.ch


Encrochat’s announcement

Important Security Notice 
Date Issued: 2020-06-12 Date Viewed: 2020-06-13

Today we had our domains seized illegally by government entities. They repurposed our 
domain to launch an attack to compromise carbon units.

With control of our domain, they managed to launch a malware campaign against the carbon 
to weaken its security.

Due to the level of sophistication of the attack and the malware code, we can no longer 
guarantee the security of your device. We took immediate action on our network by disabling 
connectivity to combat the attack.

You are advised to power off and physically dispose of your device immediately. Period of 
compromise was about 30 minutes and the best we can ascertain was about 50% of the 
carbon devices in Europe (due to the Updater schedule).

20
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Timeline of the breach
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Dec 
2018

Jan 
2019

30 
Jan 

2020

12 
Feb 

2020

4 
Mar 
2020

20 
Mar 
2020

29 
Mar 
2020

30 
Mar 
2020

31 
Mar 
2020

1 
Apr 
2020

29 
Apr 
2020

26 
May 
2020

28 
May 
2020

10 
June 
2020

12 
June 
2020

French court authorises 
French law enf. to take copies 
of Encrochat VMs from OVH 
server in Roubaix.

LE takes VM copies.

Court authorises LE 
installation of “computer 
data capture device” on 
OVH server for 1 month.

Court authorises LE installation of 
“computer data capture device” on 
OVH server and devices connected 
to it for 1 month. 12:01: DNS nameserver for encrochat.ch changed from dnsmadeeasy.com to gandi.net.

23:01: DNS nameserver for encrochat.ch changed from gandi.net to dnsmadeeasy.com.

17:15: LE injected their malware into Encrochat’s update servers.

Court re-authorises the above for another month.

May
2020

. . . 

Users report problems w/ remote wipe functionality.

Encrochat investigates & finds malware on devices.

Encrochat pushes update to fix the issue.

Almost immediately, malware strikes again.

Malware installed on ≥ 20,000 Encrochat devices;
≥ 100,000 messages & 1,136 GB of data captured.

Court re-authorises the above for another 4 months.

Encrochat informed its SIM provider (KPN) 
of the attack, which blocked connections to 
the servers running the attack.

June
2020

Court authorises extension of 
attack to update.zerolegacy.ch. 

Court re-authorises the above 
for another month & 
grants an order to block OVH 
and DNS providers from 
interfering with the operation.

Court orders DNS provider 
(Gandi SAS) to “redirect directly” 
all traffic for encrochat.ch & its 
subdomains, for 1 month.

New certificates issued for
*.encrochat.network
newly using Cloudflare &
encrochat.network 
newly pointed to 
Cloudflare IP.

(Unclear if unrelated)
Outage at OVH data centre in Roubaix, 
claimed due to “router malfunction”.

Court re-authorises the above 
for another month & orders 
OVH to redirect traffic to LE 
infrastructure (only Encrochat 
updates to be affected).

Encrochat issues 
warning & shuts down.

http://encrochat.ch
http://dnsmadeeasy.com
http://gandi.net
http://encrochat.ch
http://gandi.net
http://dnsmadeeasy.com
http://update.zerolegacy.ch
http://encrochat.ch
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Legal process
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Legal process
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Early French warrants

Later French warrants



Legal process
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“It is the contention of the prosecution that the Encrochat system is used exclusively by 
criminals engaged in serious organised crime. The reasons provided for this conclusion 
include, firstly, that the use of Encrochat devicies and communications have featured in 
investigations undertaken by the [UK’s National Crime Agency] from around 2016. It is said 
that there is both an international and domestic consensus that Encrochat devices are used 
exclusively by criminals. The systems provides a secure means for organized crime groups to 
communicate in relation to their criminal activity. The specific feature of the Encrochat 
communication system, including the inbuilt facility to erase messages after a given period of 
time (seven days is the default setting), and the fact that Encrochat devices can only 
communicate with other Encrochat devices, reinforces the conclusion that has been reached in 
relation to their use by the criminal community. The prosecution also points to the high cost of 
using the Encrochat system as supporting evidence: use of a device costs it is estimated 
between £2400 and £3000 per annum. Further, the devices are distributed by a  limited 
network of outlets and, it is said, in a clandestine way. The prosecution contends that there is 
no evidence of Encrochat devices being used for legitimate communication purposes, and in 
the evidence before the court reliance is placed upon the absence of complaint from any non-
criminal or legitimate operator of the system following its disruption set out below.”

R v. Coggins (2021), Liverpool Crown Court (emphasis added)



Legal process
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How we pieced it together (so far)

• 8 French warrants authorizing the surveillance

• Court cases from the UK and Germany

• Media reporting

• Historic DNS/WHOIS records

27
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The warrants
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https://www.documentcloud.org/documents/24479116-lille-warrants
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Some takeaways for real world cryptography

• Herd immunity

• Weak passwords

• Single points of failure

• Attack detection

• Legal & technological barriers to surveillance

• Legal process may provide significant transparency
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Not necessarily new, but well illustrated here…



Some open questions

• What was going on with the nameserver switches on the 1st of April 2020?

• Was Encrochat’s update signing key compromised?

• What was going on with zerolegacy.ch ?

• How much collateral damage was there? 

30

http://zerolegacy.ch


Some unattempted approaches

• We don't have an EncroChat device (or disk image) (or base operating system 
GuardianROM) to investigate how software updates worked
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